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Risk Management
®  Overview & Development
®  Risk Management Process
®  Risk Management Strategy
®  Business Continuity Management and Business Continuity Plan (BCM & BCP)
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Enterprise Risk Management

®  COSO-ERM Integrated Framework

® ERM & IC for Risk Management

" Initiative for ERM

®  Embedding risk management
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ISO 31000:2009, Risk management — Principles and guidelines

COBIT - IT governance framework and toolset
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Corporate Governance

®  Overview of Corporate Governance

" Essential structures of corporate governance

" Principle functions and responsibilities of the Board
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GRC Framework

B Relationship between corporate governance, risk management and compliance (GRC)

®  Implementing GRC

ISO 26000 - Guidance on social responsibility

® CSR Reporting
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NIDA

Beneflts to organlza,tlons BUSINESS
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Increase the Ilkeklhood of g_chleVIng ob c@wes /,3;4 ‘rr? S 9096V 150 N g-.o b ‘ M u?

Be awarg'ggf the need to ldentlfy and tr 'i risk throughout the Qrganlzatlgn J
Improve the identification of opportunities and threats o M Toms 8143 1Guf) w\_-.mw)
Comply with relevant legal and regulatory requirements and international norms (v i« 0
Improve financial reporting )

€ iki , / m.
Improve governance - h-vhl_[j 23 M i\ \\‘_( W& NI NUE N W) M | kl-’g sOLAMNR DI
Improve stakeholder confidence and trust NS A S fm\e 5 8T s
Establish a reliable basis for decision-making and planning
Improve controls =105 e e 4 - \f s
Effectively allocate and use resources for risk treatment 7« % s o870l T/
Improve operational effectiveness and efficiency ™o AWNANA M) DAON
Enhance health and safety performance, as well as enwronmental protectlon
Improve loss prevention and incident management Jormc b\ R Y; i
Minimize losses T ~ At
Improve organizational learning AR PSP “:’
Improve organizational resilience.
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Enterprise Risk Management
Development

@ dnAs
® wn
(3 UAAmIwE
5 % R = 4 r 2 %
@ ‘bsf'\{r\'\j{“’!7 | oA }@\é\n;‘ucﬂwi\\’ ) M P AL
: 3

, 3 Narumon Sa
pp?,,j”‘pn . n Saardchom, PhD
@ ’0;31 Qo oM R | RY
— ¥ | { '|\_ \ - §

.‘.cji ;‘J,;_. F%]J\-)In‘\_nt\'.-}.;“‘.) Q‘lj &,QO /3";.‘.7";“_"

NIDA

Objectives of Risk Management BUSINESS
SCHOOL
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Risk Identification NIDA

BUSINESS
SCHOOL

To: Enterprise

; ddia
Operations e i

Finance

From: Finance Technology

: ke Human e
Financial risks resources A
Insurance
Treasury risk

Foreign exchange Regulatory

Competition

Environmental
Global expansion

Reputation

Narumon Saardchom, PhD

Proactive Board and

senior management
involvement

® Risk managed and
assessed across the
entire organization—in

= No Board or senior-

management emphasia m Periodic risk profiling a structure that
management empnhasis
on risk management ® Key risks defined in w
employees
= Risk managed only common vocabulary - :
in silos = Recognized need for = Common language
= No common approach enterprise-wide risk o Sppmia) tnod
No common approach 3
Aind it management and understood (risk
and language in
managing risk s
managing rsk } d
l i : : ® Real-time analysis of
= Incomplete coverage o Gon 6 OF ek oaritatis
of critical risk areas l - ~ . T
- DL s $ WY HAS m Risk optimization ¢
¢ and reporting
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e SCHOOL
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The Future :\\

Risk in the conte’xt of business strategy &

1o

4—» Risk “ portfollcj:" development ms\‘” 1 \Re
—> Focus on critical risks

Risk optimization hf:'w; 2 Ch
Risk strategy =~
Defined risk accountability
e Consistent with business objectives 7>/~

1

1y oN MW
4—-& Risk is everyone’s responsibillty
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SCHOOL

ERM Frameworks
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ERM Frameworks

.m COSO ERM
m ISO31000 sve7t¢or-

s AS/NZS ISO 31000:2009 Risk Management —
Principles and guidelines is a joint Australia/New
Zealand adoption of ISO 31000:2009

s SA/SNZ HB 436:2013 provides guidance on the
implementation of AS/NZS 1SO 31000:2009

Narumon Saardchom, PhD
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Narumon Saardchom, PhD

L e

10



el

Sarbanes Oxley (SOX)Act m!ul,\?gf‘s

Senator Paul S. Sarbanese Congressman Michael G. Oxley

Narumon Saardchom, PhD "

17, =

August 31, 2002
December 2, 2001

Kenneth Lay, Founder II~ Died on July 5, 2006

12
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Scott Sullivan,CFO

5 years in prison

July 21, 2002

Bernard Ebber, CEO

25 years in prison

David Myers, Controller

1 year in prison

57.A3. UUA 701 10y

Sarbanes-Oxley Act
(SOX)

July 30, 2002 i

COSO (Committee Of
Sponsoring Organizations Of >
The Treadway Commission) Spiemmatior &
provides detailed internal B

1

1 year in prison

ﬁoﬁt_r,c'd Adiviiigé-‘:v —

Buford Yates, Director of
General Accounting

13

control criteria and defines five e

Risk Assessment

components of internal control

Contro) Environment

Section 404 addresses internal

control over
financial reporting

Narumon Saardchom, PhD 14



Risk Management: COSO ERM NIDA

In 2004, COSO issued a framework for company-wide risk management

(“COSO ERM?”) that fully integrated the internal control framework of 1992 B U S I N ESS

and added several new elements. The types of objectives identified in the SCHOOL
== COSO model (performance, information and compliance objectives) were

expanded by the category of strategic objectives,

The components of this model are:

@ internal environment,
® objective setting,
e event identification,
e risk assessment, i {
: 1o AN
e risk response, s VU
e control activities, 4
e information and communication, and
- - C -
® monitoring, SRAN NN QY -
\ 2 Ao 8 o
) B\ @ O
- 2 e
;'(7-5: \1\\"3(\-"‘ D '(,\C j =
= e in oo ¢ Information & Communication
J “f—ql wi - i
R “"_ J Monitpring

Narumon Saardchom, PhD 15
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Option payoff diagram for a short Collapsed On
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Feb 26, 1995

Short straddle on Japanese
Y Stock Market
Nick Leeson 7)o

o | J BUTKOBE Earthquake
6.5 years in prison
' $1.4 billion loss
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Risk Management e
- Development BUSINESS
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Business risks i i 1: \ 1
(I8 1 L] P ]
(insurance risks) | 3 [} T .
Al ' “Operational 4
risks
- >
Basel | (1988) Basel | (1995)
o
F
‘If' Residual risks
»
\ ( 3/ eg strategic or
k

y reputational risk

Basel Il (2004)

Narumon Saardchom, PhD 18



Lessons Learned? BUSINESS

foc o e A L I e R e SRR Oy SO DT I SR e

| K

Y

IR TE
GENERALE

Jerome Kerviel: $7 billion (5xNick Leeson)!!!
Operational Risk? BASEL 11?
April 3, 2008: Sue for wrongful dismmisal

Narumon Saardchom, PhD i

BASEL II9BASEL Il  NIDA

Basel Il

, Basel Il
[ eian | | P2 |

: i illar | Pillar Il Pillar I
! qul il’ll!lll'!l! - d :F J ‘ Enhanced Mimmum Enhancs hy =)
! < ¢ % i Capital & Liquidity
A Reaquirements

- Measurement - Management l Disclosure Y
i L 5 = f"‘\

~

.--/

Flexible, risk-sensitive, comprehensive capital management framework

20
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NIDA
BUSINESS
SCHOOL

Risk Management Regulation
Financial Institutions

Narumon Saardchom, PhD

Risk Management Regulation l\llJ
SCH

ES

. é \ : SIN
Financial Institutions 00L

Narumon Saardchom, PhD 22



Who are they? BUSINESS

m |AIS: International Association of
Insurance Supervisors (www.iaisweb.org)

m BCBS: Basel Committee on Banking
Supervisions (www.bis.org/bcbs)

m |OSCO: International Organization of the
Securities Commissioners
(WWW.i0sco0.0rq)

Narumon Saardchom, PhD 23

Cross-Sectoral HN
NIDA

Comparison BUSINESS
S CHOOIL

RN

1. Difference in core business activities

2. Similarities and differences in risk
management tools

3. Approaches to capital regulation

Narumon Saardchom, PhD 24



1ISO31000: 2009

Narumon Saardchom, PhD 25

The ISO 31000 oy

ERM Framework E'@Fn’e@s

SGHOOL

RS S

Consist of seven components

m Mandate and commitment to ERM framework

m Risk management policy

m Integration of ERM in the organization =i«vo 00
= Risk management process <o

s Communications and reporting ~ Mo arnr e
m Accountability

= Monitoring, review and continuous
improvement.

Narumon Saardchom, Ph.D. 24



ISO 31000:2009
Process Overview
v
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Information & Commynication

Monaitoring

27

NIDA
BUSINESS

SCHOOWL

ISO 31000:2009
Process Overview
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ERM Implementation

Narumon Saardchom, PhD 29

Best Practices NIDA
Risk Organizational structure BUSINESS
SCHOOL

30
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CRO Organization

IA.93. UUA 7019 10y

Risk Oriented:
Centralized

m Risk Oriented: Centralized
m Business Oriented: De-centralized

31

NIDA
BUSINESS
SCHOOL

et et
CRO <Y
M ad
L
f T T ]
Market Risk Mgr Credit Risk Mgr Oper Risk Mgr Quant Group
B bt e o N s e o e i
Risk Risk Risk  Risk  Risk Risk Risk Risk Risk | Portfoliof
Mgr Mgr Mgr Mgr Mgr Mgr Mgr Mgr Mgr Opt
Bus Bus Bus Bus Bus Bus Bus Bus Bus | |
Unit A Unit B UnitC Unit A Unit B UnitC Unit A Unit B UnitC
Benefits

* Risks can be classified by type across organization

« Credit, market, operational exposure easily aggregated across business units and better managed at a

corporate level

* Risk managers independent from commercial heads
Drawbacks

* Risk managers have only loose relationship with business unit heads

« Structurally, less incentive for Risk managers to work directly with Business Unit to contain risks within

Business Unit

IA.93. Uua 7019 1Y

32



Business Oriented
De-centralized

L
,
>

("alluw)
i R e
oA
el

CRO
|
Ji | 1
Risk Mgr Risk Mgr Risk Mgr
Bus Unit C: Bus Unit k! Bus Unit C:
l | |
£= T | | | T | | I | |
Markei Credit Oper Quant Markel Credit Oper Quant Market Credit Oper Quant
Risk Risk Risk Group Risk Risk Risk Group Risk Risk Risk Group
Mgr  Mgr M Mgr  Mgr  Mgr Mgr  Mgr  Mgr  ~
Benefits

» Business Units have a tighter relationship with their risk managers

« Commercial heads have more direct knowledge of risks and can contain events within their

organization
Drawbacks

» Risk managers report to commercial heads, so there may be lack of independence

* Risks not easily classified by type across entire organization

If.A3. uqNa a1 Iaw

CRO’s Roles
and Responsibilities
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NIDA
BUSINESS
SCHOOL

Chairs Risk Management
Committee

Oversees risk management
across entire corporation

Assists in optimizing
performance of core corporate

assets (e.g., generation and
trading)

Develops and maintains all
enterprise risk policies and
procedures

Evaluates trading strategies

Values merger and acquisition
opportunities

Reports to the Corporate Risk
Committee and Board of Directors

Plays an active role in managing
the portfolio of assets

Manages stakeholder requests
and expectations

34
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j NIDA
Risk Management Infrastructure BUSINESS

SCHOOL

Articulated strategic vision and approach
towards risk taking activities

Risk based capital allocation processes

Investment analysis performed within
the portfolio (and on a stand alone basis)

Process

Clearly defined corporate level and
business unit risk management policies
and procedures

Effective controls and risk limits
Organization
Strong, risk centric governance structure

,
Qop

Risk Management
Capabilities

\ 3u S Chief Risk Officer
05! Re Technology
O arasy ) W External and internal data
o < feeds/interfaces
r ConanyAY 2 Data warehousing and middleware
SRR : capabilities
Mo ) ) \} : -~ = .
e FYLT ~ Q‘T 10T Risk measurement engines
o e R Data visualization tools
: 57.95. uqua ao1aTau P

ERM under Sustainability Platform

Narumon Saardchom, PhD 36
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Tripple Bottom Line:
John Elkington (1997)

s Corporate sustainability required not only

economic bottom line but environmental
and social performance as well.

: ~ /
. £ . i &Y

=» Saardchom, N.- 20131. “ERM under
sustainability platform”, Journal of
Business and Economics.

Coalition for Environméhtally NlllD A
Responsible E_cqnomies (CERES)

Narumon Saardchom, Ph.D.

S B WY s ) | o
99T /

Pressure the companies to adopt sustainability concepts in
their ERM practices. ARV RO Y
CERES together with the Interfaith Center on Corporate
Responsibility (ICCR) representing 275 faith-based
institutional investors with combining holdings of around
$90 billion have been active in sponsoring the filing of
shareholder resolutions on global warming.

CERES launched the Global Reporting Initiative (GRI) in

1997 to the framework for corporate sustainability reporting.

= To date, there are more than 2,500 companies worldwide
voluntarily relying on the GRI to inform investors and the
public about how the companies incorporate sustainability
concerns in business operation.

Narumon Saardchom, Ph.D.
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NIDA
BUSINESS
SCHOOL

37

BUSINESS
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NIDA
Equator principles BUSINESS
TEE L ey | SCHOOL

m The development of equator principles is a resﬁlt of a campaign
against CitiBank for financing a project that included a clearing of
rainforest. ;

m Equator principles is the only risk management framework
developed by the World Bank for determining, assessing and
managing environmental and social risk in project finance, which
is often used to fund the development and construction of major
infrastructure and industrial projects.

m Financial institutions adopting equity principles commit to not
providing loans to projects where the borrower will not or is
unable to comply with their respective social and environmental
policies and procedures.

= To date, there are 76 financial institutions in 32 countries officially
adopted the equity principles, counted for over 70 percent of

international project finance debt in emergigg markets.

Narumon Saardchom, P 39

Sustainability Risks kg L
¥ | T S NIDA

and Opportunities BUSINESS
SCHOOL

= Sustainability risks include social and
environmental considerations, which are the
two key components affecting both companies
and society.

m Companies that can identify sustainability risks
are equipped with useful data to reap
opportunities through innovative product and
process development, which can increase
shareholders’ value.

m In other words, sustainability can be an actual
source of competitive advantage.

Narumon Saardchom, Ph i



Sustainability Risks el

and Opportunities ﬁ!‘n?ﬁg‘s

SCHOOL

= GE announced that the company would double its
spending on energy and environmental technologies by
2015 to prepare for a huge global market for products
that will help other companies and emerging countries

s GE also committed to cut internal energy use by 30% and to
N reduce greenhouse gas emissions by 1%.

m PepsiCo has invested in sustainability risk management
linked to water scarcity because water impact input
costs, competitiveness, and the ability to maintain
production.

= [ts goal is to reduce water usage intensity by 20% between 2006

and 2015 across all manufacturing operations.

Narumon Saardchom, Ph.D. .

Sustainability Risks ﬁﬁi\
and Opportunities Nt
SCHOOIL

Tk TR R

= |IBM has grasped that sustainability market trends can
create a huge innovation opportunities for its business.

s The Green Sigma Industry Coalition was built by IBM to capture
market opportunities linked to sustainability trends from using IP
networks to enhance urban development to deploying enterprise-
wide software for energy efficiency programs.

m Siemens has also seek the opportunities linked to
sustainability trends.

= In 2009, Siemens acquired Solel Solar System in response to a multi-
billion dollar market for wind and solar power opened up in Europe,
the United States, and China.

= Siemens’ “environmental portfolio” was as large as US$31 billion in
2009.

Narumon Saardchom, Ph.D. 42



Sustainability Risks gl
y NIDA

and Opportunities BUSINESS
SCHOOL

m Unilever, Nestle, and Procter & Gamble have been
working on creating new markets and business models
aligned with sustainability trends.

= “Unilever Sustainable Living Plan” to increase the quality of life
of employees, suppliers, customers, investors, and farmers,
1 by integrating sustainability into its products.

= The plan can help the company save money by reducing
energy, packaging, and waste, as well as make more revenue
by creating new products for new markets where consumers
and retailers prefer sustainable brand.

Narumon Saardchom, Ph.D. it

Sustainability Risk
ustainability Risks ﬁ?ﬁﬂ\

and Opportunities BUSINESS

m Swiss Re implemented a policy to exclude a company with
certain economic activities leading to high sustainability risk
from both insurance transactions and investments.

® Swiss Re also has a policy to not directly underwrite risks or make
investments into entities that are based in countries, which exhibits a
particularly poor human rights record.

s As of August 2012, North Korea, Somalia, and Sudan are on Swiss
re exclusion country list.

Narumon Saardchom, Ph.D. 44



Sustainable and responS|bIe NIDA

'”VeSt'”Q (SRI)m sy uoptaabon  BUSINESS
ﬁ“"ﬂva(u . ~,,‘ i SCHOOL

= SRI now encompasses an estimated $3.07 trillion out of
$25.2 trillion investment in the US investment market.

m SRI investors encourage companies to improve their
practices on environmental, social, and governance
issues.

= SRI mutual funds perform as well as non-SRI funds
Overtlme Mo 0ef > 003NN T2 &

s FTSE KLD 400, the longest running SRI index, has the return
of 9.51 percent from its inception in 1990 through the end of

2009, compared with 8.66% for S&P 500 over the same period.

Narumon Saardchom, Ph.D. a5

ERM Framework under —)\e—

Sustainability Platform D4

SCHOOL

L
* Environmental issues * Credit Risk
» Social Impacts » Market Risk
« Ethical concerns » Liquidity Risk

Sustainability Financial
Risk Risk

Operational Strategic
E e Risk Risk i

* Human
+ System
« Internal Process
« External Events

Economic Landscape

« Technology
Innovation

« Competitiveness
+ Globalization 46
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Role of Board of Directors and NI!IIID A

Senior Management BUSINESS
SCHOOL

R R,

m Senior executives should be held responsible for
achieving ERM and sustainability goals.

—m Chief Sustainability Officer (CSO) can be effective in
integrating sustainability into strategy, planning, and
operations.

m Senior executive performance and compensation
packages should be linked to ERM and sustainability
performance within a company.

m Corporate board members are obliged to address
risks, which include the financial impact of climate
regulation and the scarcity of resources.

Narumon Saardchom, Ph.D. i

H N 7IH
' ERM: Sustainability ~ NIDA

SCHOOIL

faledite oo o

m Given the increased demand and intensifying scrutiny
for greater transparency and accountability on a
company’s non-financial impacts, every company can
no longer safely ignore long-term economic issues,
environmental impacts, and social responsibility.

m A systematic way of handling those environmental,
social or ethical issues that occupy our key
stakeholders is to incorporate them into ERM system
of the company.

Narumon Saardchom, Ph.D. e



SUSTAINABILITY
RIS K

BC: BCM & BCP

Narumon Saardchom, PhD 50



Busi Continuity (BC
usiness Continuity ( )Fﬁﬁﬂ

Definition« i BUSINESS
SCHOOL

m Business Continuity (BC) is defined as
the capability of the organization to
continue delivery of products or services
at acceptable predefined levels following
a disruptive incident. (Source: ISO
22301:2012)

m Note that BS 25999 Part 1 and 2 were
replaced by ISO 22301 in 2012 and

2013.
NIDA
- BC Concept BUSINESS

SCHOOL

g R s ]

m |dentifying your key products and services and the
most urgent activities that underpin them and then,
once that ‘analysis’ is complete, it is about

m Devising plans and strategies that will enable you to
continue your business operations and enable you to
recover quickly and effectively from any type disruption
whatever its size or cause.

m A solid framework to lean on in times of crisis and
provides stability and security.
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Business Continuit ied
Y NIDA

Management (BCM) BUSINESS
7519 : SR IIVIVIT VL / U SCHOOL

PR TEYE. &

= Business Continuity Management (BCM) is
defined as a holistic management process that
identifies potential threats to an organization and
the impacts to business operations those
threats, if realized, might cause, and which
provides a framework for building organizational
resilience with the capability of an effective
response that safeguards the interests of its key
stakeholders, reputation, brand and value-

creating activities. (Source: ISO 22301:2012)

Narumon Saardchom, PhD Pd

- BCM vs DRP BNUSI
P S C
m Business Continuity Management is a
relatively new term that is often thought
of as another way to say “disaster
recovery" but it means so much more.

m Business Continuity Management
includes disaster recovery, business
recovery, business resumption,
contingency planning, and crisis
management.
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BCP is the planning
process to::

m conduct a risk assessment and a
business impact assessment.

m decide what measures can be put in
place to prevent risks becoming reality

m and minimize damage if a disaster does
OCCuUr.

NIDA
BUSINESS
SCHOOL
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NIDA
BUSINESS
SCHOOQL

BCP

BCP Disaster Business Business Contingency
Recovery Recavery Resumption Planning
Critical Critical
N : Frocess Frocess
Objective Computer Business : il
AppS Brock o Restoration W arkaround
= Process Return to
Focus Data Recovery Hacovery £ ki Make Do
Example Mainfrarme or Lahoratory o : Loss of
RS serverfailre | Flood HiHBg i Application
SO Hot Site Dry Out & Mews Equip. Use Manual
iy Recovery Restart Mew Bldg. Process
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BCP Development mgllﬁ)ﬁé
SCHOOQL

m Business Impact Assessment (BIA)

= |dentify critical activities and required recovery time.
= Impact potential and resource requirement for recovery

= Whether the likely impact is within the risk appetlte of the

organization. %
vi

@ BDCP DeS|gn L EEL C i
= Training (02450 Wod
% BCP Valldatlon s 3o ¥
m Evaluation & Monitoring /= <n0
NIDA
BCP vs ERM Pyt

TR

m Almost similar risk identification

m Different treatment:

= ERM: managing the risks that could impact
the processes.

= BCP: taking actions to maintain the
continuity of individual activities.
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Key Activities in BCP DDA
| SCHOOL

o S e

m Assess company activities to identify critical
staffs, materials, procedures and equipment
required to keep the business operating.

= |dentify suppliers, shippers, resources and
other businesses that are contacted on a
daily basis.

m Plan what to do if any important buildings,
plant or store were to become inaccessible.

Narumon Saardchom, PhD e

- Key Activities in BCP BUSINESS

m |dentify necessary actions to ensure
continuity of critical business functions,
especially payroll.

= Decide who should participate in compiling
and subsequently testing the emergency
plans. “ ,

m Define crisis management procedures and
individual responsibilities for disaster
recovery activities.
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Key Activities in BCP E'B\lIJ!II[N)ESAS

S CHOOL

m Coordinate with others, including neighbors,
utility suppllers supphers shlppers and key
customers. 13ou oo e rans wel M1 AUIS)

m Review the emergency plans annually and
when the business changes and/or new
members of staff are recruited.

MU { 1
% ‘\l\
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Successful BCP should be !?L'J!'lﬁ)aé

SCHOOL

R R

e Comprehenswe: coverlng all the
operations and premises of the
organization to ensure that the plan can
facilitate a complete resumption of
normal business operations.

m Cost-effective: appropnate to the rlsk
EXPOSUres. nuwaadin duligdlnasis woho
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Successful BCP should be mgﬁﬁs

SCHOOL

Lo ] 'Nv“ %"\ "-l--h. | 'ﬂ&‘.ﬂf/:
’ \ ‘ -

= Practlcal eaS|Iy understood by staffs
and others who are involved in the
execution of the plan.

m Effective: recognize the urgency of
certain business components or
functions and identify responsibilities for
ensuring timely resumption of normal

work.
NIDA
- Successful BCP should be BguysiNEss
SCHOOQL

[ et

= Maintained and practlced: all staffs
need to be familiar with the intended
operation of the plan and training will
need to be provided.
= The lessons learnt during testing and

practice should be incorporated into the plan
so that it becomes more effective.
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