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Global Risks Report 2014
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Fiscal crises in key econo

Failure of a major financial mechanism or institution
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Failure/shortfall of critical mf‘ Food crises

Deciline of importance of the US dollar as a major
CUrrency

Pandemic outbreak

Unmanageable burden of chronic d sease
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Antibiotic-resistant bacteria

Mismanaged urbanization
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Ten Global Risks of Highest Concern in 2014 _xeorio
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No Global Risk

Fiscal crises in key economies

Structurally high unemployment/underemployment

Water crises

Severe income disparity

Failure of climate change mitigation and adaptation

Greater incidence of extreme weather events
Ae.g. floods, storms, fires)

Global governance failure
Food crises

Failure of a major financial mechanism/institution

30N o (0al0 N -

Profound political and social instability

Source: Global Risks Perception Survey 2013-2014.
Note: From a list of 31 risks, survey respondents were asked 1o identify the five they
are most concerned about.
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Global Risks Report 2014
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Global Risks Report 2014
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Top 5 Global Risks in Terms of impact
2007 2008

| Asset price collapse i Asset price coliapse

3 .
i econamy [<6%)

4h

Copyright © 2014, TRIS Corporation

RS TO MY EYES"™

KODAK FILES FOR BANKRUPTCY

t X130 e ey
e e ]
‘SMARE PRICE MISTORY - WEENLY (LOSE ™ USE

W - e - -
e B e eesckd  Bue
St e e 17900 T Shagter
it | e Dogates % s v

E L el e R
Rt Ao Kodak
- 1x 1 g et
owon esma | moscp iy
L URER e L per ‘ e
e oy 1

- e e
T
- -y

" { .
- il 0y %\'n"

TN B, g AT
e ey e A o B

e

an - e - ) s o
Rewar 8720 R 10 T
iy o P

[T v —— Sanin

Copyright © 2014, TRIS Corporation

Ofl and gas. Chronic diseate
price spike

2010

Asset peice collapse Major systemic

financial failure

Betrenchment Chmate change Wates supply
fom glchalization | crises
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Cheonic disease i Chronic fiscal

imbafances

Bxtreene volatility in
energy and
agticulture prices
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Major systemic
financial failure

Water suppiy

crises

Water crises

Failure of cimate
change adaptation
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Enterprise Risk
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The Business risk is the possibility that an organization
cannot operate successfully.
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The hazard risk
is defined as
exposures that
can cause loss

The financial risk
is the possibility
that a company
will fail to meet

financial without the
obligations. possibility of
gain.
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Enterprise Risk Management
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Defined by COSO as,

"a process, effected by an entity's board of 4

E

directors, management and other i

ERM
5 : ; ; NTERPRISE

across the enterprise, designed to identify RISK MANAGEMENT

personnel, applied in strategy setting and

potential events that may affect the entity, =~ Everyone s a Risk Manager
and manage risks to be within its risk appetite,
to provide reasonable assurance regarding the achievement of

entity objectives."
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Enterprise Risk Management
ﬂﬁiﬂ%ﬂﬂﬁﬁ%ﬁﬂk%ﬁ&’aﬂéﬂ‘i

unngaas ERM A iWNNSHAMUSINUAZANNTURATRUUBIYARING
Tumsudmsanudes wazlsunganssuraduAaInsluasAns LuiANN
ATTUUNABAMNNIRENLUNTUNURMIULRIAY (Proactive behaviors)

Executive survey (Accenture)

- 82% considered the lack of enterprise-wide risk culture as the major cause of
managerial dysfunction ~ 2/#4 <

- 85% said that they needed to improve their risk management approach in reaction to
the current financial crisis

Internal auditors survey (11A)

- 40% of internal auditors in the financial services sector said that better risk management

practices could improve the current financial situation
TRISACADEMY
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Traditional Risk Management VS ERM
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“Risk is not my responsibility” “Risk is everyone’s responsibility”
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Traditional Risk Management VS ERM
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Integrated management
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'ERM Framework
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® Sarbanes Oxley Act

® Corporate Governance Kodex
* COSO A

* COBIT ©12) 9 yoa>
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ComT Objectives

» C0S0 Components
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IS0 31000:2009
Process Overview

Sarbanes-Oxley

Firsancesnd srd Accounting Dischosures i iormstion
A
I | - ] | | SRR

-

Areas of  Menagement Board | Managememt X Enforcement | Auditor
Emphasis TIRePoIng T Govemance’ Bosrd oKk TR Renattion . L nckpendence
| I
* Management  Audt Committee Acrelerated C Avgit Commitiee
Certifications Stardards reporting of Owarsight Board pre-approval ail
Key {Section 302) insider trading (PCAOE) auditor services
: - Mal:wml F'mi'tlxttn of Ds(bsel Code of - l:ri!rlnﬂl Probibits sudior
Report on Ipars to Condurt for penalities for from certan servicas
Internal Dwectors & finance officers knowingly |
Cfficers untrue Lesd audt
(Section 404) 1 S certifications artrar Brited i
Protection Saction 906)
Whistieb > S year rotation
* Sections 302 & 404 address i thr ough «Ff internal contrels. Section 906 addresses

crimminal panaltie:.
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COSO

COSO0, the Committee of Sponsoring Organizations of the treadway Commission

Originally formed in 1985 to sponsor the National Commission on Fraudulent Financial Reporting.
Sponsored by the five major financial professional associations in the United States

- the American Accounting Association

- the American Institute of Certified Public Accountants
- the Financial Executives Institute

- the Institute of Internal Auditors

- the National Association of Accountants (now the Institute of Management Accountants)

American

Vst AICPA) ) fei

A

COSO’s Objective

Improving
the quality of financial

reporting

business
ethics

effective
internal
controls

corporate
governance

Copyright © 2014, TRIS Corporation.
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COSO-Internal Control

ﬂ‘i@‘ljLLUQﬂ?QﬂWﬁ‘ﬂ’}UQNﬂ’]Eﬂ.u?}@Q COSO

Internal control is a process, effected by an entity’s board of directors, management and

other personnel, designed to provide

reasonable assurance regarding the achievement of objectives in

« Effectiveness and efficiency of operations
« Reliability of financial reporting

» Compliance with applicable laws and regulations ©

Copyright © 2014, TRIS Corporation.
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COSO-ERM Integrated Framework

ﬂ‘i’ﬂ‘uLLU'JW'Nﬂ’!‘i‘IJ‘%‘HW?ﬂ‘T]NLaﬂﬁ’ﬂ\‘!ﬁﬂﬁ‘ﬂl’a\‘l COSO

+ Enterprise risk management is broader than internal
control, elaborating on internal control and focusing
more directly on risk.

« Internal control is an integral part of enterprise risk
management, while enterprise risk management is
part of the overall governance process.

: ARSI SO T intormation 8 Communicath
Monftoring Acttyities i ]

.ﬂ!m.morlng

internal Control—fnfagrated Framework Enterprise Risk Manapemeni—infegs fed Framework

Ref: Exposure Draft: Internal Control-Integrated Framework » September 2012 (COSO) ¥ :
TRISACADERMY
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'COSO-ERM Integrated Framework

naNlsEinnATNLUINITRY COSO

Strategic - relating to high-level goals, aligned with and supporting the entity’s mission/vision.
Operations - relating to effectiveness and efficiency of the entity's operations, including
performance and profitability goals. They vary based on management's choices about structure and

performance.

Reporting — relating to the effectiveness of the entity’s reporting. They include internal and
external reporting and may involve financial or non-financial information.

Compliance - relating to the entity's compliance with applicable laws and regulations.

Moniforing

TRISACADEMY
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COSO-ERM Integrated Framework
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ERM Process

NTeuUIUNITV82Y ERM

Mandate and commitment

Design of framework
Organisation and its context
Risk management policy
Embedding risk management

Implement risk
management

Implement framework
Implement RM process

Improve framework

Monitor and review framework

TRISACADEMY
of Management
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ERM Process

NgeEuUIUNITU8Y ERM
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‘Risk Management Process
nsruaunslaevialiaesnisuimsanaiss

1. Identify Risk

8. Monitor Progress and 2. Prioritize Top Risks

Update Strategy

3. Undertake Risk

7. Implementation Assessment

6. Design Crisis

4. |dentify Risk
Management Strategy

i Management Options
5. Design Risk
Management Strategy

TRISACADEMY

, . of Management
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Risk Identification
N195EUANIAEN

» Internal/ « Document + Risk report/
External Reviews register
Eaors + Information
+ Information gathering
from the past techniques
» Business
Plan
TRISACADEMY
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Risk Identification
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RISk Identlﬂcatnon

N19TEUAMNLREN

B3> & swor
(External-Internal
factor analysis)

Management
concern & Political
policy

Internal control
(Operational unit)

Risk register

& Risk profile
Risk assessment

Risk
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Trigger
Event

Trigger
Event

B Condition B3

\ i Condition

8 Condition
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Definition
» Financial loss of $X million or more?*

international long-term negative media coverage, game-changing loss of
rmarket share

Significant prosecution and fines, litigation including class actions,
incarceration of leadership

Significant injuries or fatalities to empioyees or third parties, such as
customers or vendors

Multipie serior leaders leave

ssvresaanasnelin
. .

.

Major

.

Financial loss of $X million up to $X million

MNational long-term negative media coverage; significant loss of market share
Report to regulator requiring major project for corrective action

Limitad in-patient care required for employees or third parties, such as
custorners or vendors

= Some senior managers leave, high turnover of experienced staff, not
perceived as employer of choice

.o

T RN R T T NPT P T RN T 1
3

Moderate Financial loss of $X million up to $X million

MNational short-term negative medha coverage

Report of breach to regulator with immediate correction to be implemented
Out-patient medical treatment required for empioyees or third parties, such
as customers or vendors

Widespread staff morale problems and high turmover

Minor = Financial loss of $X milfion up to $X rmallion

= Local reputational damage

= Reportable incident to regulator, no follow up

* No or minor injuries to employees or third partias, such as customers or vendors

General staff morale problems and increase in turnover

Financial loss up to $X million

= Local meadia attention guickly remedied

= Not reportable to regulator

No injuries to employees or third parties, such as customers or vendors
Isolated staff dissatisfaction

Incidental

R L T T TR R TP PP
.

>
.
.
-
.
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~ Descriptor ; Definition Descriptor :
+ Frequent : Uptooncein2 years . Almost |
5 % . , :
3 * Oor more . certan
s Likely ¢ Oncein2yearsupto ¢ Likely ¢
L . . A .
s + once in 25 years . :
Possible Once in 25 years up to Possible
: * oncein 50 years : :
E Unlikely % Once in 50 years up ‘ Unlikely <
. : toonce in 100 years : :
& " . B
. Rare . Onceinl00yearsorless . Rare :

Copyright @ 2014, TRIS Corporation.

Risk Analysis
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Impact

Definition

90% or greater chance of
occurrence over life of asset or project

65% up to 90% chance of occurrence

over life of asset or project

35% up to 65% chance of occurrence
over life of asset or project

10% up to 35% chance of occurrence
over life of asset or project

<10% chance of occurrence over life

of asset or project

TRISACADEMY

of Management
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1 2 3 4 5
Very Low Low Moderate High Very High
G <10% codl increase | | 10-20% costincrease| | 20-40% costincrease | | > 40% cost increase
Inzignificant time < 5% time increase 5.10% Sme increase | | 10-20% time increase | | > 20% ime increase
Scope decrease Minor areas of scope Major areas of scope eStx:pere:k:clc; Project end item is
barely noficeable affected affected P Scionty unct

sponsor

Quality degradation iy . Quality reduction Project end item is

: appiications g
barely noticeable | w unacceptabie effectively useless

TRISACADENMY
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Risk Analysis
AN5ALASIZIRANNLA SIS
NNSARYINRIAMNLALS (Risk Matrix ¥3@ Risk Profile)
Risk = Impact x Likelihood

Impact

Insignificat  Minor Moderate Major Severe

Woderate Extreme Exreme

Moderate Extreme

Lowy Moderate Moderate . Eudrer

Lo Moderate Moderate Moderate

Low Loy Moderate Moderate

TRISACADEMY

of Management
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Risk Analysis
N5ALASIZRAIN LA

FRE1aNTALLUANINNTLS MNTANNIREIBIANS

RISK MONITOR AND REPORT
Top 10 + Hot Spots The Board {annually}

Audit Committee {annually)
Executive Committee (6 monthly)

Enterprise Risk Committee

Top 30
(3 monthly)

Business Units
{(Hong Kong,
mainland China
and overseas)

Divisional Risks

TRISAVCADEMY

of Management
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Risk Response
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Risk Exposure
{Impact x Likelihood)

TRISACADEMY
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Risk Control
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Risk Culture
SRAUESSNNNSASEULNABANNLAEN

o oo 4 = o S I, a4
29ANsN3A Strong Risk Culture azttluasAnsniinnusdusansinnsgIu
a oa < a
msUfiRauniazauanlunszusumsraimsszyrnides dszidiuana
\dee uazdnmsanuidesesaiiuszuy sedlhwanegnmsvihanlunnssay

Loss-averse

Behaviour
under
uncertainty

~ Risk:
CZ!.}Ii.t&.i:T.E!- . Behaviour . Cul.tu re

towards
negative
outcomes

Learning

Behaviour
towards
compliance
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Nahie or ERl

ATIAIRINNITWRIUITTLLLFUNSANNIREIRIANS

“ High Risk, High Return *

Opportunities ~ Risks & -
Likellhood Extreme Major Moderate Minor Incidental Incidental Minor Moderate Major Extreme
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Likely
Possible
Unlikely

Rare
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Risk Management

_______________ >
Process E e
1 1

R
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Enterprise-wide
Risk Management

Average | High | [migh ]
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Risk = Impact x Likelihood
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Liketihood of risk ocl:umng )
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Initiatives-Actio
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Risk Management

Risk Mgt
Objective

Risk control
activities
(Risk mgt plan)
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“What really makes ERM
successful iswhat I call —
having everybody in the
organization thivking
about risk whenever they
have to make a decision.”
—Paui Sobel

Anorher way to say this is
to bake risk management
thinking into the DNA af an
organization.

Thank You
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