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Risk Management Basics

~ Organizational objectives are influenced by internal

~and external factors which create uncertainty in
~_achieving those objectives. The effect of this

~ uncertainty is "risk” to the organization's objectives.

~ Unlike Risk Elimination (approach of military and law
- enforcement) which seeks to remove all risk; Risk

Management is the coordinated activities to direct
and control an organization with regard to risk.

Risk Management allows for multiple risk responses
dependent upon evaluation and analysis of risk.

RISK = Negative IMPACT to objectives X LIKELIHOOD of
occurrence.
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Basic Responses to Risk

)

rective action to
educe IMPACT or

"QlBu-':Ceaée dcfivity to

,eifmzncfe risk wgmm, Ve

TRANSFER/ Shift IMPACT to
‘another epﬁfy

4. ACCEPT- No corrective action.
Document acceptance decision

and monitor
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Best Practice

BEST PRACTICES

AiM  HiaH
(OR AT LEAST HIGHER
THAN THE LAST
Guy :

a'
PR RESERVE RESOURCES
J FOR EMRAGENCIES
“,-,tﬁ‘- {T..‘f bt Ay

ALWAYS
CHECK YouR WORK "
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- Risk architecture Risk strategy

Risk architecture specifies the Risk strategy, appetite, attitudes
roles, responsibilities, and philosophy are defined in the

communication and risk reporting Risk Management Policy
structure

Risk management process

Risk protocols

& Risk protocols are presented in the form of the risk guidelines for the
organisation and include the rules and procedures, as well as specifying the
risk management methodologies, tools and techniques that should be used

TRIS 1.6

f Management
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1ISO 31000: Process

: &
Establishing the context

| RISK ASSESSMENT

Risk identification

Risk analysis

Risk evaluation

TRISACADEMY
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ISO 31000: Risk Management — Principles & Guidelines

consequences”

OO?foprovude “principles & generic
risk management”

beopplzed to any type of risk, whatever its
whether having positive or negative

" ..not intended to promote uniformity of risk

- _management across organizations. The design and

- implementation of risk management plans and

- frameworks will need to take into account the

~ varying needs of a specific organization, its
particular objectives, context, structure, operations,

processes,.."”

e " ..notintended for the purpose of certification”

Copyright © 2014, TRIS Corporation.
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h) Takes human & cultural factors

i} Transparent & inclusive

to change

kj Facilitates continuous
improvement & enhancement of
the organization

RAMEWORK

Mandate &

commitment

Design of

framework for

managing risk

Continual |
improvement |

of the
framework

Iimplementing

management

j) Dynamic, iterative and responsive

risk H

Monitoring &
review of the
framework
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Example: Framework for Public Listed Company

The Board Audit Committes
Overal responsibiity for fisk i Recoive routing repons fom GRIMC
maEnagement : St InuE B DIOQIATITG 8 ErIonties
Enaure risk managemant is MO DROGRGSS W AU FOCOIITIGNTIANOnS
mmwmm Prowide nok assurance 1o the Board

Raniew Group risk profio Ovarson FM structhures and processes

Group Risk Management Committee (GRMC)

f;?m wmgf and poicy based on NSk apOeitE, Disclosures Committee
. Ly Flovow vt ovak e Sacionrs

Racehve rpors from Dusinass unite, roview risk
management acthwies and compie the group sk
et

Facuive repons from business units and make reports
vl recommendations 1o the Board

ranagement contind under review

Business units
Produce specic policy stadements, a8 neceasary
Propars s updals the Dusingss (it dak registor
Sat rigk prionties 1or DUSINGSS UNI
Monitor projects and risk rnprovements
Prapare rports for GRMC
Manage control risk seif-canfication acttics

External
Driven

External
Driven

=

. MARKETPLAGE RISKS  REPUTATIONAL RISKS
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IT Risk Management

TRISACAIRENEY
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AUl AaIANULAaIaUSTUU IT
.(Causes of IT Risk)

« nsIeUsgansawlunisusnisiannissyuy IT
(Ineffective IT Governance)
° AU TATIFIIUAYATELIUNSTTUNITUIMITIANTIeuL IT
vinliAetlayu a1
- UsE@ndnwmssifiunisgelanirdiuiasionnudeeluninsu
- eaMsiaiuIuNF U Tuaddng Tnalanieguinsseaugovin
Tvishe IT daardunazuanisgvnutasanuiasligneag

e NSULNEAIURIANNA U UADITTUY IT
(uncontrolled Complexity)

o WENUINITUAITOLUG AU WeluIAITa 1 UtATulLadszuy IT

TRISACADEMY
o Management
Copyright © 2014, TRIS Corporation. a



AUt AaIANULAIAIUsEUU IT
(Causes of IT Risk)

e AULUTRTAsaAINLRBIGAU IT (inattention to risk)

> A1AAINFANNAUNEY LH1a9AN MSFYLRAUARINTAIN AT
WNEEM ANSR1AAN ANSLAAUAILILY W3a WaWIKLTE2 6
Aauanuntiu'ly

o TAs9FF 9N U NLavsTuY IT L6
= AU LTdlasamuLRaIAII URILITNUNTA

- Msaaszuulunisiiiaudalufanssuniansyuiuuniialiim
W&

TRISACAIDEMY

 Management
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adassaaasn1susunIsANULALNATU IT seauavaAns

o AMSUGANIUUAINTANLTHUNSUDIS UL IT ArdianTaviu
AsattiudIunastihnuauasadfnng

r g

Management
(e.g. Executives)

Organization’s
Goals

ol Tt e

External e
| users |

. g9ty IT Governance dvtilunsaulunisArvuaunuIn
niNNANSuAaauwarnIsandulatlunistadssuy IT ating
fidsg&NEn1nuarldseandna
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® 4A Framework (MIT Sloan Center for Information Systems Research)

1) anuwsaulad (Availability)
Keep the system running & recover from interruption
2) nswaindivszuy IT (Access)
Ensure the right people have access they need and
wrong people don't!
3) anugneav (Accuracy)
Provide correct, timely, and complete information
4) auiavll (Agility)
Capability to change with managed cost and speed, e.g.
new product/service, redesign process etc.
TRISVCARIBERMMY
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“eatirviduatine (trade-off)

o Case#t1: UA Nonstandard package

® Nonstandard package -> fit with business objective but does not fit internal
technology

@ Standard package -> generally adequate for business purpose, but its features
and functions will require some changes in work process

° Availability > who will support it? How much downtime acceptable?

o Accéss = how do to integrate with existing security process and what happens if
don’t?

@ Accuracy = Isit easy to integrate the data this system produce with other
existing systems?

o Agility > It easy to modify this system when business models changes?

TRISACADEMY

o Management
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na..Case #1

 Tunvmsefiuau (Au Standard package)
- gazeiay Modify nsgsuunstiiiannu Standard
package uum’mnsvmumsammmmm"l,ﬂma"m
. mmauammﬂmaadmﬂaﬂuuﬂaoummsmmnq
mﬂ"l,ml,anLﬂaﬂuﬂsumumoqm’mmmn sYUU
IT az‘twau‘lmmaumaamﬂ(mataﬂo)avkmo

TRISLTCAIBPENEY

f Management
Copyright © 2014, TRIS Corporation.

Meaanvidaatinv (trade-off) #2

« case #2: Merging systems (n155315¥UU)

o azaavlderldugs enn waldarunlunisulasan
seuun idusyuunmiauduseuunan

. ato'lsAdnsiistuuaasstuuamnsadianlasuanil o
Aayaanefilss@NEnInaraiaanstauANULREILRY
NANSENULAANISANTUNULDIAIANT TUTLUENRTIURLILEY
e,

o ms‘tmvm'tu‘lamnmuaunuma Compatibility fuagaihe
anauLda9lusitu Availability warAccess &rulusiu
AstnuNIsTuiauduarthaanmdssludiu
Accuracy aaviranisul@suuilasniadiulgeluamanay
vin'ledne (Agility)

TRISACADEMY

o Management
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1eatvtdaatine (trade- off) #3

® Case #3: Rapid growth vs Control

o ‘luaaﬁnsﬁﬁmsmgwﬁ)aﬂ‘msmL‘s“; somalufinszuiuns
vinouluig tAadunnn wasiuwsenadulvdudie IT v
avsiavisvuWaiunszuulvisassunsruiunstuiguani

o avAnsludnwaziiazdoasasgadalana (Agility)
u1NNI1 Access Lay Accuracy

o Luanmmu"l,ﬂ WINUSIAINNAITAILANURYAANT
nszmumsmmmvau auflunsiiuaudeslusu
svqanduidang e Access, Accuracy ua 1 lalgsvuy
nauaautivenntunisdsulsonasWauntiutéu (Agility)

TRISACABENMY
f Management
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IT Fqundation
(Wug1u)

TRISACADEMY
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Foundatlon (wug-m)

. Mugruzasruumaluladasaumnd dsznaulisae

1) wiwed&usu IT wiu Hardware, software, communication tool
etc. > IT Assets

2) afiauarduanaunisatiiuenu (Procedures) Tlunisdinniu auAu
wavquaseuu IT

3) uamnsﬁtﬁgaﬁaa TunsiansiugIuzadssuy IT :
v 3 devinninnatuauunasvinlnisaitliveiunasavdnsiiadu’le
. udnns: aveasfinavisiluiugiuaassruy IT uay
azsadfinnsinn1siusumaiuaa 196
e uwida: vinlilaseaseRug ulsidfuaiau (Simplification)
wialdnauardanisleatrefilsednann
. nsvisruvnlifuaiau > Cost effective risk management

TRISLC RPN
f Management
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Risk Governance Process

e« ATELIUAITLEMNTIANITALREY (Risk Governance Process) Usvnau'lyl
0Bl
= AMIANUAUTHLNHURYINATFIU
- dhisanudey (Risk identification) wazaidualuadey (Risk

prioritization)

: FAMTANNLEBILAYAAO UL THNAMNLEEIAN
o msmuﬂu"lvmmsﬂanmmuuiumnua“mmg'mm'mm’lmﬁ’ﬂa

o huune: m"t*nQuaautnuwaamuumwn’t‘amw'samaammmmmu1T
mua”lﬂnnmsmmummmﬁcymaamwmaﬂa‘tumsmLuumsammsﬂ‘u
AuLELY

o alasia: Al lauarassuinlunanssnuuaIn L& e

. ATTLIUAITUAMITIAMIIANUL& BT Lifitssdnann anaavvinlvinis
atflunisuavavansalzn’le

TRISACADEMY
of Management
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Risk aware culture

- awmdudm lusumuias andlunisilasAuaiu
L&e9 (4A) Tusyduummaivludiumusuianzay
LRLNOANTTU
: m‘mrffmmm_,tawwmuﬁtﬁlmw"aaﬁ’ummtéuomu IT

: mmﬁ'uﬁ’maaaa@‘nsm‘awns‘inssmamugmanszmnﬁ
21LAUUITIUVTILUINII TUNITURANLALN
o 3muﬁssuaanniﬁdom%u‘tvmﬂmnsmnsvmuuamﬂaﬂu

m'mﬁamummn:um'mLﬁuoua“nm'\mnmﬁanma
ANULEE

TRISRCADENMY

o Management

Copyright © 2014, TRIS Corporation.

msuswvsammss.,uuma‘iu'iaﬂmsaumel
(IT Governance)

=

=

3

components

%

TRISACARE!

Wiy
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(Solid Foundation)

» Tasvasonusudilunnasgiunasaseins (Standardized
infrastructure) Taaasudniaavldinaluladau ARYSTERISILY

. szuudsauAiinisidantasuanil audayaseninedu
(Integrated based applications)

. ﬁmsﬁmumimaﬂs’wﬁaua (Data structure) wasunum
MM uavnszuIuUNIIaeg (Process definition) MaLaums
a9ANS

o dna'lnAmiuqunistangeszuuaivg (Control Access)

« yaaInsliauguazianlanisvinunarniIsguasnEssuL
A199 a9

o dn15d5useTuidiseuu IT dauiiuaiaann Patch uay
upgrade

TRISACADEMY

f Management

Copyright © 2014, TRIS Corporation.

IT Risk pyramid
Agility
Accuracy

Access

Availability

U¥uily9 Foundation Taa3uannguilsida
TRISACADEMY

Sourgg;, MIT Sloam Center for Information Systems Research o Management



Key IT risk factors and ITr|skara;m|J

» Poor IT-business relations
* Poor project delivery

* Applications do not meet business requirements

» Manual data integration required

* Significant implementation under way or recently
completed

* Data not compartmentalized

* Applications need standardization

* Lack of internal controls in applications
* Network not reliable at all locations

 High IT staff turnover * Poor backup/recovery
» Infrastructure not standardized * Poorly understood processes & applications
» Ineffective patch/upgrade * Missing skill for new initiatives
management » Regulators would find deficiencies
* Old technology

Source.l MIT Sloan Cent.er for Information Systems Research ¥ Management
Copyright © 2014, TRIS Corporation.

3 duaaulunisisuilselnseasrewusiu

1. Jansiu availability risk Taaandamusaiiiaslunis
mmumswaoaoanstﬂwanmnummmsm(event)m.,
neaANIaTnUINNITEIL U URaSTUY IT

2. enug'ldduraii 1 avsiavAun(Identify) deyninlu
Tﬂsaaswwugmuasﬁmm“w TaeadunszuIuns Audit
AMmUAAUANMUNTEaY IT team Taeanizlulsaduuag
Availability risk uag Access risk

3. Wannuazlszanslduuinienisaiuau (IT controls) #3a
IT best practice "tumsmﬂmuamumaasyun Ik

TRISACADEMY
d Management
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Business Continuity Plan

 Business continuity management (BCM) AamuL2ina
LRYNITRANINTENUAULAAINNLNANITALNS LIS
(Catastrophic events) ﬁaowamamsmmumsmﬁﬁ’mmo
29ANS

« BCM flugruddeyuav Availability risk management

« BCM mmu‘lviaomnsmunaamaauuavﬂnmﬁﬂwaosuuu
IT wsau”tﬂnnwmmmsusmsmwLﬁﬂd‘lus"ﬂ"m)

« BCM auzhalvidavsvisuazdie IT vindusuAuzntalu
Trade-off snvq'l66

TR!S EMY

Uprm;um nt
Copyright © 2014, TRIS Corporation.

Key steps to effective BCM

1. whladensweadueu IT way availability risk
= Jwnsvinanssnu (Impact analysis) taildaaarsuanusday
TunsAaasmsnennsamTunszuIuNsN&Aey (critical process)

= WalunenMIniweduau IT (inventory of IT) wavnsidanley
AuNsTUIUNITENY uavavrng (Business process)

2. Aavinunu (BCP)
= AAVIIUHUNMTIANTIUGNTAIE1V ﬁﬂsvnau'lﬂmﬂ Team uay

v ad

wuIMINIseILiung nuieignisdasisuaruumenaulsiu
mqmsmmﬁmmu

o AUUATEAUNITIULTANT wasvitununsnagau (testing scheme)
availability wararusaitiaslunisvineu

TR]S”%% LEMY

UJIM rement
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Key steps to effectlve BCM

3. afluns (Implement) wasrnadauunui lavindu

= duandsuduanuaaiilaslunisetifiunis (Business Continuity)
nFnastinuaslasaniseu IT (IT project life cycle) Lwaﬁav’m
7ulale311in1s Recovery 2291ARINT ATUTAE &01uil uay
ASTUIUNITANTENLTUATS

o fIMsAinuANATFIUAIU1Y 2 TasIRsIINug U LUINIINIS
aflunudalilasedunisivusinng (Service Level) Ariviua'ly

> finsdavinsruuudeznans (Notification system) Tviduiamiin
mnuwaa‘lummmsmmﬂm AaanludnausuuwIUfiiGating
finaua

©  NAFDUUNY amauaﬂﬂa“nuoﬂsa 61 Comprehensive testing i1
Liile adhovianfinlsvin walk-through testing tiailasfuilaymn
AuaidauinounuIIu

TRISVCADEMY

of Management
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Impact Analy5|s

. mmuusn‘tumswmm BCM @an15vin Business Impact
analysis: BIA (shuyunasuasaseing wiu dadeiilusiu) 4
n15vi1 BIA Aansillalanmalviuinissedugeladsafiuna

nsenulusaasidan
Impact

i Low Medium High

(10) (50) (100)

High (1.0) Low Medium High
10X10=10 50X10=50 100 X 1.0 = 100

Medium (0.5) Low Medium Medium

10X05=5 50X05=25 100 X 0.5=50

Low (0.1) Low Low Low
10X0.1=1 50X01=5 100X 0.1=10

Risk Scale: High ( >50 to 100); Medium ( >10 to 50); Low (1 to 10)®

TRISACADEMY
of Management
Copyright © 2014, TRIS Corporation. i



Example of BIA & risk level

Top line of Barnardo’s 2004 IT risk register

: Risk
Risk name Controls Weaknesses  Action points Probability Impact Concern factor
Data loss or compromise  * Audit trail of changes + Lackof DPA e« Trainfeducatein 2 5 4 40
of IT systems knowledge DPA

» Strong external defense
+ Serious Data Protection of IT systems * Increase

Act (DPA) leak internal controls
+ Password/access {training module

* Hacking of systems controls to be preparad)
* Unauthorized access + Policy on passwords

Source: Richard Hunter, George Westerman, and Dave Aron, *[T Risk Management: A Little Bit More Is a Whole Lot Better,” Research Report (Stamford, CT: Gartner Executive
Programs, February 2005).

TRISACADEMY

Copyright © 2014, TRIS Corporation. of :’"'I&?”dgﬁ'fﬂt’ﬂf

e ——————

* PKiI-key management

R

* Wireless local
________ i ¢ E-mail encryption

10-5% of ! E
iworking s Securs IM application
‘capital ! '

Low H

\ i s i ey Y fom o
Low ' Not likely E Likelihood of threat
1 within 5 years |

TRISACADEMY
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Ex. Risk assessment based on diagn'ostic scales

Weighted A Weighted
impact Risk likelihood likelihood
Risk impact category | Rating | Weight| score category Rating| Weight! score
Service area impacted 8 1 8 Difficulty of exploit 8 3 24
Business function 4 1 a Number of points of 5 2 4
criticality b entry
| Customer impact . 4 3 12 Required location 4 1 4
Financial impact " 2 3 6 Detection speed 4 1 4
Data sensitivity AP 2 4 Response planned 4 3 12
TOTAL (risk IMPACT score) 34 TOTAL {(risk LIKELIHOOD score) 48
\‘\ :
X

Measurement | Criterion Rating

High-criticality | Business functions couid not be 8

functions down more than 4 hours.

Medium- Business functions could be

criticality down more than 4 hours but 4

functions less than 24 hours.

Low-criticality Business functions could be 2

functions down 24 hours or more.

TRISACADENMY

Copyright © 2014, TRIS Corporation. o A fa!mgcmcnt

.Example: Risk review process

Policy and Questionnaire Initiate
standards (external exception
(internal review) review) process
1 -~
Schedule
review
Initiate Determine 2
o L Sl K —,| Conduct ,| Document
Al s review findings
Assemble 7y
review
team
Trigger Review Systems =
event guidelines documentation Update
best
practices

TRISACADENMY

So, ree © %%?qgﬂgig&gg%ﬁ and MIT Sloan Center for information Systems Research. Used with permission. of Man agement




Example: Risk monitoring

Risks by rating Rating
# of open issues Total | High Medium  Low
Beginning of month 19 3 10 6
New risks 3 1 0 2
Closed risks “ 1 2 q
Improved risk rating 0 0 0 0
Declined risk rating 0 0 0 0
End of month 18 3 8 7
Oct 03 Nov 03 Dec 03 Jan 04 Feb 04
R Months
i | Risk category Owner Total | Under1 1-2 2-3 36 6-9 9-12 Over12
: Architecture Manager A 2 1 1
Financial control  Manager B 2 1 1
X Human capital Manager C 1 1
g Operations Manager D 6 2 1 3
i Project mgmt. Manager E 1 1
n | Security Manager F 6 2 1 1 2
g | Strategy Manager G 0
[ Total 18 2 Baih e e 0

B nigh
: B Medium
| O Low

Mar 04

Source : George Westerman and Robert Walpole, “PFPC: Building and IT Risk Management Competency”, working paper 352, Center for Information

Systems Research, MIT Sloan School of Management, Cambridge, MA. Used with permission.

Note : Managers’ names removed to protect confidentiality

Copyright © 2014, TRIS Corporation.
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Service levels

Business Service level Recommendations
Class 1  Customer- or » 24 x 7 scheduled Yearly “war gaming” (unan-
partner-facing * 99.9% nounced full-scale simulated
disaster or attack scenario)
Full tests every six months
after
Class 2 Less critical e 24 x6 + 18 hours “Desktop” tests every six
revenue-producing (6 hours reserved months and full yearly tests
for maintenance after
window)
} * 99.5%
Class 3 Company back- 18 x 7 scheduled “Desktop” tests every six
office functions e 99% months and full yearly tests
after
Class4 Departmental e 24 x6 + 12 hours “Desktop” tests every six
functions (12 hours reserved  months and full yearly tests
for maintenance after
window)
*+ 98%
T RIW
Copyright © 2014, TRIS Corporation. of 4 .ldn"l
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IT risk governance process

: : Prioritize
Define risk Identify and risks and Address
PONCY ANG e GSSESS e ; [r—
standards | Policies and risks Risk assign | priovitized risks | NSk
standards Assessments responsibility and assignments
Status of
Monitor and R
track risks <
Ongoing
Measurements
and status

Source: Adapted from Best Practices Council for IT Security Executives Report on IT
Security Governance, December 2005, Garther Inc.

Copyright © 2014, TRIS Corporation.

0
process

Executive
sponsor

Risk policy
coungcil

Implementation
council

IT risk
management
team

Local managers,
and experts

Copyright © 2014, TRIS Corporation.

rganizational structuré in IT risk governance

TRISACADEMY
f Management

Vision, tone,
approvals, exceptions

Risk-aware
culture

Prioritize, risks,
define policy,
approve funding

Policy,
strategy, priorities, |
investment

Standards,
Oversight,
exceptions

Technical
standards

Business | _
\ standards ,

Conduct review,
Manage process

Process, monitoring,
exception handled

Identify/assess/
manage risks

~~ Reduce risk,
feedback on policies
and processes

USACADEMY

of Management



Survey: Adoption of key practices

Risk committee

Risk database
Quantified assessments
Single person in charge
Risk policy

Formal risk categories

Using best practices
0% 20% 40% 60% 80% 100%
= . : s TRISACADEMY
Source : © 2007 MIT Sloan Center for information Systems Research. Used with permission. of Mana gemeinn r

NP B A e BBRYAHE B surveyed organizations stating that they use a practice consistently.

Risk governance process checklist

_ Agree? (check) Characteristic

Reasoning

| We customarily use committees and task forces
to make policy decisions

0 We have formal processes for resolving policy
exceptions.

O We use audits frequently to validate our
processes.

G We actively enforce strong corporate standards

and principles for behavior.

O . Our core business processes and/or products
and services (excluding financial management
processes) are subject to regulation.

[ We have recently been subject to severe
regulatory penalties, or our executives have
been indicted or fired for ethical lapses.

=] Our enterprise revenues (or budget, for a
public agency) are greater than $1 billion.

Indicates cultural fit with governance
process

Indicates cultural fit with governance
process

Indicates cultural fit with governance
process

Indicates cultural fit with governance
process

Often decisive factor for risk governance
as lead discipline

Usually decisive factor for risk governance
as lead discipline

Indicates that resources are sufficient to
support risk governance process as lead
discipline




Risk-aware culture checklist

Agree? (check)

Characteristic

Reasoning

O

£l

Proprietary expertise or intellectual property is
critical to our success.

We cultivate internal experts, such as engineers,
and listen to them carefully.

We think about risk in everything we do and
before we commit resources or make a
decision to proceed.

We use a quality management approach such
as TQM or Six Sigma to improve our operations
and decisions.

We encourage business units to behave
entrepreneurially and look out for themselves.

Our industry or company ia s target for political
or social activists or for criminals.

We encourage employees at all levels to take
personal responsibility for their actions and the
results of those actions.

Strong potential for awareness as lead
discipline

Indicates cultural fit with awareness
discipline

Indicates cultural fit with awareness
discipline

Indicates cultural fit with awareness
discipline

Emphasis on business units’ independence
is consistent with awareness as lead
discipline, contrary to both

Focused targeting by activists or criminals
requires heightened awareness

Indicates cultural fit with awareness
discipline

Source : © 2007 MIT Sloan Center for information Systems Research and Gartner, Inc. Used with permission.

Foundation checklist

_Agree? (check)

Characteristic

Reasoning

O

O

We have a focused and standardized technology
base (e.g., one ERP instance worldwide).

Our company built or rebuilt its technology base
less than 10 years ago.

Our technology base is supported by detailed,
up-to-date documentation.

We have an active portfolio management process
and maintain an ongoing fund for renewing the
installed base.

We have a well-developed architecture that
guides most or all of our systems acquisitions
and development.

Controlling costs through standardization of
operations is a key company strategy.

Our enterprise has plans or strategies that will
require significantly retooling our technology
base.

Often decisive factor for foundation as lead
discipline

Strong potential for foundation as lead
discipline

Strong potential for foundation as lead
discipline

Strong potential for foundation as lead

discipline

Potential for foundation as lead discipline

Indicates cultural fit with foundation
discipline

Retooling of technology base offers “green
field” opportunity and strongly favors
foundation discipline

Source : © 2007 MIT Sloan Center for information Systems Research and Gartner, Inc. Used with permission.
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Foundation IT risk discipline decision factors applied to Shure, Inc.

Agree? (check)

Risk Governance Process

- e R e

We customarily use committees and task forces to make policy decisions.

We have normal processes for resolving policy exceptions.

We use audits frequently to validate our processes.

We actively enforce strong corporate standards and principles for behavior.

Our core business processes and/or products and services (excluding financial management
process) are subject to regulation.

We have recently been subject to severe regulatory penalties, or our executives have been indicted
or fired for ethical lapses.

Our enterprise revenues (or budget, for a public agency) are greater than $1 billion.

Awareness

NOO X KXK

Proprietary expertise or intellectual property is critical to our success.

We cultivate internal experts, such as engineers, and listen to them carefully.

We think about risk in everything we do and before we commit resources or make a decision to
proceed.

We use quality management approach such as TQM or Six Sigma to improve our operations and
decisions.

We encourage business units to behave entrepreneurially and look out for themselves.

Our industry or company ia a target for political or social activists or for criminals.

We encourage employees at all levels to take personal responsibility for their actions and the
results of those actions.

Foundation IT risk discipline decision factors applied to Shure, Inc.

Risk Governance Process

OX XK OO0 KO

We have a focused and standardized technology base (e.g., one ERP instance worldwide).

Our company built or rebuilt its technology base less than 10 years ago.

Our technology base is supported by detailed, up-to-date documentation.

We have an active portfolio management process and maintain an ongoing fund for renewing the
installed base.

We have a well-developed architecture that guides most or all of our systems acquisitions

and development.

Controlling costs through standardization of operations is a key company strategy.

Our enterprise has plans or strategies that will require significantly retooling our technology base.

Note : Authors’ interpretation of the case study information.
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1. IT Principles
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3. IT Infrastructure

- avlsAalasarviusrundnlunisaiuauulvaseng
ussaLnuaMIgNsAIEnT ?

- Tasegsaiuguarlsmsilunnadruzasasens
FINNIAUNIWANT LU UINNTTLALTAURITELUN
Infusiaed

o ﬂﬁ:.l‘s“tuus-lm'imoaswawug’mamo'l,s

= wnulunisvinlilaseastoiiugiusianuiusiaEua

o+ TAsIESIIRUsIUTIAITI YR EuFA L EuNsUNY
(Outsource)

TRISACADEMY
o Management
Copyright © 2014, TRIS Corporation. ¥



IT Decision Making «
4. Business application needs

o

o

(m]

huina(aaia)uaylaniduasnisdseeane tadseuu IT
Uszifiumnuaisatlunisdsygnsladsyuy IT atine'ls
vinag' lstvissuugatiaanssu IT wuuuasgIu
SN0 AAUAUDIADAINNADINITLUNITAILHUI UL
a9Ans 16 uasluzazifennuaslsfaztaantiuuadnig
21929NIATFIU

TasAaM LAY LARNANITANTUINULDI TATINTTLRY
159K UNTVINNITUIUITNSLd R undavating'ls
Tvdsglaminlaannssuu IT dadudeiiu

TRISACADEM Y

\fﬂm serme !M

Copyright © 2014, TRIS Corporation.

IT Decision Making )

5. Prioritization and investment
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« Archetypal ~ Decision structure
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« 6 Archetypes (Centralized vs Decentralized)
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COBIT

® |T Governance according to COBIT

® COBIT4.1&5

TRISACADEMY
of Management
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What is COBIT?

Control Objective for Information and related Technologies (COBIT)

Making a link to the business requirements

Provide good practices across a domain and process framework

strongly focused on control and less on execution

help optimize [T-enabled investments, ensure service delivery

® provide a measure against which to judge when things do go
Wrong

TRISACADEMY

of Management
Copyright © 2014, TRIS Corporation. -
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COBIT & Related Frameworks/Standards

Organizations find it convenient to use COBIT because COBIT relates to
other frameworks/standards, such as ITIL, ISO 17799, CMM, and COSO.

ITIL 1SO 177 CMM COSO

TRISACADEM Y

of Management
Copyright © 2014, TRIS Corporation. *



Definition

- IT governance, like other governance subjects, is the
responsibility of executives and shareholders (represented by
the board of directors). It consists of the leadership and
organizational structures and processes that ensure that the
organization’s IT sustains and extends the organization’s

strategies and objectives.
Act if not
aligned

Set Deliver
measurable Sgsmu o against
goals the goals
Measuw
performance TRISACADEMY

 Management
Copyright © 2014, TRIS Corporation. &

IT Governance Framework

_ managed appropriately

TRISACADENMY
o Management
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Who does COBIT serve?

® Stakeholders within the enterprise who have an interest in generating
value from [T investments

* Internal and external stakeholders who provide the [T services

* Internal and external stakeholders who have a control/risk

responsibility

TRiS LW ﬁ ﬁ MY
f Mai nent
Copyright © 2014, TRIS Corporation.
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Stakeholder Value and Busmess ObJectlves

Relation fo Governance Objectives
Benefits Risk Resource
BSC Dimension ' Enterprise Goal _ Realisation | Optimisation | Optimisation
Financial 1. Stakeholder value of business investments P S
2. Portolio of competitive products and services P P S
3. Managed business risk (safeguarding of assets) P S
4. Compliance with external laws and regulations B
5. Financial fransparency P S S
Customer 6. Customer-oriented service culture P S
7. Business service continuity and availability B
8. Agile responses to a changing business environment P S
9. Information-based strategic decision making P P P
10. Optimisation of service delivery costs P P
Internal 11. Optimisation of business process functionality P P
12. Optimisation of business process costs P P
13. Managed business change programmes P P S
14, Operational and staff productivity P P
15. Compliance with internal policies P
Leaming and Growth | 16. Skilled and motivated people S P P
17. Product and business innovation culture

=t TRISACADEMY

} ; Source: cosms flgure 5.© 2012 ISACA® Al rights reserved. of Management
Copyright © 2014, TRIS Corporation. 5 s = 0




Enterprise governance is a set of
responsibilities and practices exercised by the
board and executive management with the
goal of:

« Providing strategic direction
e Ensuring that objectives are achieved

e Ascertaining that risks are managed
appropriately

« Verifying that the enterprise’s resources
are used responsibly

. Tark B i1 % &
TRIS SO RV ELVE B
f Management
Copyright © 2014, TRIS Corporation.

IT governance is:

» The responsibility of the board of directors
and executive management

e An integral part of enterprise governance,
consisting of the leadership, organisational
structures and processes that ensure that
the enterprise’s IT sustains and
extends the organisation’s strategies
and objectives

2005 63% Doing something about it

2003 — 42% Not doing something ahou

Source: Surveys by PwC for the IT Governance Institute Sep-Oct 2003 and Sep-Oct 2005

TRISACADEM

o Managemént

o
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How do responsible managers DASHBOARD
keep the ship on course?

How can the enterprise achieve results that are
satisfactory for the largest possible segment
of stakeholders?

How can the enterprise be adapted in
a timely manner to trends and developments
in its environment?

BENCHMARKING

SCORECARDS e

> Indicators?

> Measures?

An answer to these requirements of determining and monitoring the appropriate IT

control and performance level is COBIT’s definition of:

" Benchmarking of IT process performance and capability, expressed as maturity
models, derived from the Software Engineering Institute’s Capability Maturity

Model (CMM)
® Goals and metrics of the IT processes to define and

and performance based on the principles of Robert Ka
balanced business scorecard

measure their outcome
plan and David Norton’s

® Activity goals for getting these processes under control, based on COBIT's

control objectives

Copyright © 2014, TRIS Corporation.

Business Requirements

IT Processes

Copyright © 2014, TRIS Corporation,
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COBIT Framework

Monitor and evaluate IT
performance.

Monitor and evaluate
internal control.

Ensure compliance with
external requirements.
Provide IT governance.

DS1 Define and manage service
levels.

DS2 Manage third-party services.

DS3 Manage performance and
capacity.

DS4 Ensure continuous service.

DS5 Ensure systems security.

DS6 Identify and allocate costs.

DS7 Educate and train users.

DSB8 Manage service desk and
incidents.

DS9 Manage the configuration.

DS10 Manage problems.

DS11 Manage data

DS12 Manage the physical
environment.

DS13 Manage operations.

Copyright © 2014, TRIS Corporation.

. P

Complian 3
Reliabili
MONITOR
AND

EVALUATE

GOVERNANCE OBJECTIVES

e O

Integrity : "
Availability 4
Confidentiality

PLAN
AND
ORGANISE

Applications
Information

DELIVER
AND
SUPPORT

ACQUIRE
AND
IMPLEMENT]

""c----a-".

Define a sirategic IT pian.

Define the information

architecture.

Determine technological

direction.

Define the IT processes,

organisation and

relationships.

Manage the IT investment.

Communicate management

aims and direction.

Manage IT human resources.

Manage quality.

Assess and manage IT risks.
PO 10 Manage projects.

Identify automated solutions.
Acquire and maintain
application software.
Acquire and maintain
technology infrastructure.
Enable operation and use.
Procure IT resources.
Manage changes.

Install and accredit solutions
and changes.

TR!S ACADEMY
of Management



z (PO)

PLAN AND ORGANI

PO1 Define a strategic IT plan.

P02 Define the information architecture.

PO3 Determine technological direction.

P04 Define the IT processes, organisation and relationships.
PO5 Manage the IT investment.

P06 Communicate management aims and direction.

PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

P0O10 Manage projects.

TRISACADENMY

of Management

Copyright © 2014, TRIS Corporation.

Al1 ldentify automated solutions.

Al2 Acquire and maintain application software.

Al3 Acquire and maintain technology infrastructure.
Al4 Enable operation and use.

Al5 Procure IT resources.

Al6 Manage changes.

Al7 Install and accredit solutions and changes.

TRISACADEMY

o Management
Copyright © 2014, TRIS Corporation. 3



DELIVER AND SUPPORT (DS) o Sl

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity.
DS4 Ensure continuous service.

DS5 Ensure systems security.

DS6 Identify and allocate costs.

DS7 Educate and train users.

DS8 Manage service desk and incidents.
DS9 Manage the configuration.

DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.
DS13 Manage operations.

PEMY

% rement
Copyright © 2014, TRIS Corporation. ‘a'

MO

NITOR AND EVALUATE (ME)

ME1 Monitor and evaluate IT performance.

ME2 Monitor and evaluate internal control.

ME3 Ensure compliance with external requirements.
ME4 Provide IT governance.

TRISACADENM?Y
of Management
Copyright © 2014, TRIS Corporation.



: Maturity Model
aovernance

- Bench

Control Environeme
» Ethics & Culture
» Laws & Regulations
= Mission & Vision

= Role Models
Industry Practices

ractices

- Audit Gu TRISACAIDEMY

of Management
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Performance measurement s i i IS e

® Goals and metrics are defined in COBIT at 3 levels:
o What business expects from IT and how to measure it? (Organization)

® What IT process must deliver to support IT’s objectives and how to

measure it? (Process)

® What needs to happen inside the process to achieve the required

performance and how to measure it? (Activity)

TRISACADEMY

of Management
Copyright © 2014, TRIS Corporation. “



Examplé of goal rélationships

Maintain
enterprise
reputation and
leadership.

Business Goal

i

L

Ensure that IT services
can resist and
recover from attacks.

IT Goal

L

[
[

Copyright © 2014, TRIS Corporation.

Example of outcome measures

Detect and resolve
unauthorised access.
: Activity Goal
Process Goal il
Understand security
requirements,
vulnerabilities and
threats.

Business Goal IT Goal Process Goal Activity Goal
- Understand
| Fo e ae Detect and resolve  security
reputation and recover from et el
leadership. attacks. . threats.
Number of Frequency of
Encide?i% ggusmg ?,}i?;?g e{r)lttsa%g?f ggﬁm oge ag;i:le regvieig ?if:y ﬂc%% tagg
i of unauthorised of security eve
embarrassment Dusiress IIpact access to be monitored
Outcome Measure Outcome Measure Outcome Measure Outcome Measure

Copyright © 2014, TRIS Corporation.
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Business Goal

Performance drivers

IT Goal

Process Goal

Ensure that IT services

- canresistand
 recover fro

am’,. =

~ Detect and resolve
- unauthorised

"~ busine i of security events
- e et oy .:;_5-_::ga.pemf%gj§t§tﬁ§i,‘ ~-

Pérformanée Metrk:

TRISACADEMY

of Management
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Goal & Metrics in COBIT

measure

measure measure

Management
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COBIT’s Metr

ics

: ¥

A high insight-to-effort ratio
- E.¢. insight into performance and the achievement of goals as

compared to the effort to capture them

Comparable internally

- E.g. percent against a base or numbers over time
Comparable externally irrespective of enterprise size or industry
Better to have a few good metrics than longer list of lower-
quality metrics

Easy to measures, not to be confused with target

The metrics are developed based on the following characteristics:

Copyright © 2014, TRIS Corporation.

Relationship among process, goals, and metrics
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Define goals.

Maintain
enterpnse
reputation and
{eadarship.

Number of
incidents
causing public
embarrassment

Ensure that {T
services can
resist and
recover from

is measured by

Number of
actual IT
incidents with
business impact

"JUSLIBAIYOR BINSBO

Indicate performance.




| Figure 3—CosiT Products

Board Briefing on
IT Governance, 2™ Edition

Management Guidelines*

whnat is the I How 10 assess the [T How to ey
control framework? control framework? in the ’m\j
i, W
# Governance, Assurance, Tutm Security Professionals # S
- ; IT Governance

CoeiT Framework IT Assurance Guide Implementation Guide

R IT Controf Objectives :
Control Objectives for Sarbanes-Oxiey CosiT Quickstart

CosiT

Control Practices Security B’asaline

* Now integrated into COBIT 4.0

The IT Governance Self - Assessment Checklist

Risk Who Does it?

Iimportance - How important for the organization on
a scale from 1 {not at all) to 5 (very)

Performance - how well it 1s done, from 1 (don't Who is
know or badly} to 5 {very well)
Audited - Yes, Nor or? accountable?

Formality - is there a contract, an SLA or 3 clearly
" documente procedure? (Yes, No or 7

Importance
Perormance
Other
Qutside
Don't Know
Audited
Formality

Accountable - Name or "don’t know” -
COBIT's Domains and Prox

PLANNING AND ORGANIZATION

PO1 |Define a Strategic IT Plan

PO2 |Define the information Architecture

PO3 |Determine the Technological Direction

PO4 |Define the IT Processes, Organization and Relationships
POS |Manage the IT Investment

POE |Communicate Management aims and Direction

PO7 |Manage IT Human Resources
PO8 |Manage Qualily

PO9 |Assess and Manage IT Risks
PO10 |Manage Projects

PO11 [Manage Quality
Copyright © 2014, TRIS Corporation.




The IT Governance Self - Assessment Checi:ligt “

Risk

Importance
Perormance

Importance - How important for the organization on
a scale from 1 (not at all) to 5 (very)

Performance - how well it is done, from 1 (don't
know or badly) to 5 fvery well)

Audited - Yes, Nor or?

Formality - is there a contract, an SLA ora Clearly
documente procedure? (Yes, No or ?)

Accountable - Name or "don't know"

Who Does [t?

=

Other

Outside

Don't Know

Who is

accountable?

Audited
Formality

COBIT's Domains and Processes

ACQUISITION AND IMPLEMENTATION

Al Identify Automated Solutions

Al2  |Acquire and Maintain Application Software

A3 JAcquire and Maintain Technology infrastructure
Al4  |Enable Operation and use.

Als  |Procure IT resources

Al6  [Manage Changes.

Al7  |install and Accredit Soultions and Changes

Copyright © 2014, TRIS Corporation.

TRISACADEMY

of Management

The IT Governance Self - Assessment Checkl;gt

Risk

Importance

Perbimance

Who Does it?

Importance - How important for the organization on
2 scale from 1 (not at all} to 5 fvery)

Performance - how well it is done, from 1 (don't
know or badly] to 5 (very well)

Audited - Yes, Nor or?

Formality - is there a contract, an SLA or clearly
documente procedure? (Yes, No or 73
Accountable - Name or “don't know®

v

Other

Outside

Don't Know

Audited

Formality

Who is

accountable?

COBIT's Demains and Processes

DELWERY AND SUPPORT

DS1  |Define and Manage Service Levels

DS2  |Manage Third - pary Sewvices

DE3 * |Manage Performance and Capacity

D84 |Ensure Continucus Service

D85  |Ensure Systems Security

DSE  |identify and Allocate Costs

D87  |Educate and Train Users

DS8  |Manage Service desk and Incidents

DS8  |Manage the Configuration

D10 |Manage Problems

DS11 |Manage Data

DS12 |Manage the Physical Envirenment

Copyright

DS13 |Manage Operations
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Simply stated, COBIT 5 helps enterprises create optimal value
from IT by maintaining a balance between realising benefits and
optimising risk levels and resource use.

COBIT 5 enables information and related technology to be
governed and managed in a holistic manner for the entire
enterprise, taking in the full end-to-end business and functional
areas of responsibility, considering the IT-related interests of
internal and external stakeholders.

The COBIT 5 (5) principles and (7) enablers are generic and
useful for enterprises of all sizes, whether commercial, not-for-
profit or in the public sector.

TRISRCADENMY

of Management
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Why COBIT 5?

COBIT 5 has clarified management level
processes and integrated COBIT 4.1, Val IT and
Risk IT content into one process reference model

‘.V.,,..;, &

@ COBlle

BASED oN Com1T®

Risk )\

BASED oN CoBIT*

TRISACADENMY
o Management
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The COBIT 5 process reference model subdivides the IT-related

practic

es and activities of the enterprise into two main areas—

governance and management—with management further divided into
domains of processes:

« The GOVERNANCE domain contains five governance
processes; within each process, evaluate, direct and monitor
(EDM) practices are defined.

* The four MANAGEMENT domains are in line with the
responsibility areas of plan, build, run and monitor (PBRM)

Copyright © 2014, TRIS Corporation.

Areas of Change

i
Business Needs

{ Governance

Managemenl Feedback

{ Management

Monltor
PHER)

 TRISACADEMY

Source: COBIT®5, figure 15. © 2012 ISACA® Al rights reserved. ;';‘fﬂf?ﬁgﬁ*fff‘-’f?f

® The following slides summarise the major changes in
COBIT 5 content and how they may impact GEIT
implementation/improvement:

l.

bl B U

New GEIT Principles

Increased Focus on Enablers

New Process Reference Model

New and Modified Processes

Practices and Activities

Goals and Metrics

Inputs and Outputs

RACI Charts

Process Capability Maturity Models and Assessments
TRISACADEM Y

o Management

Copyright © 2014, TRIS Corporation.
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Management
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End-to-end
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3. Organisational
Structures

Source: COBIT® 5, figure 12. © 2012 ISACA® All rights reserved.  TRIS AC AIE MY
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95
New Process Reference Model

Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor

?r om0t e | ( 1 ( ) [ ( EDMOS E
Governance 2 EDMOZ Ensare | EDMI Ensure | (S . ot
Frmamm Setting i Benefts Delivery | Risk |

and Maitenance J {

L o

Align, Plan and Drganise Monitor, Evaluate

and Assess
APDO1 Marage APOO3 Manage
# APOOZ Manage APOOS Manage APDOS Marmpe APOOT Manage
s G B0 B --
L Evatn?e wm
APOO8 Manage APO11 Manage APD12 Mzmgn Aml:mnaoe &msmnce
Ralationships . Suppliers Cuality

i 4 43 i % . . i
BAIS Manage BAYS Manage g7 e
BAIO Manage BAIDS Manage
Prosciites Snd : Araaity omgamuonal Az arae m
i and Build o Copactly Enabsernent
e Systom o temal

BAIB Manage
Knowledge

Deliver, Service and Support

MEADI Moxitor,
DSS01 M Evaluate and Assiss

: Dss04
S Sacurity Business Compliance With
Sroaim. and Incidents P Servioss : Extermal Recuirements

Processes for Management of Enterprise IT

Source: COBIT®S5, figure 16. © 2012 ISACA® All rights reserved.

Governance and Management

« Governance ensures that enterprise objectives are
achieved by evaluating stakeholder needs,
conditions and options; setting direction through
prioritisation and decision making; and monitoring
performance, compliance and progress against
agreed-on direction and objectives (EDM).

« Management plans, builds, runs and monitors
activities in alignment with the direction set by the
governance body to achieve the enterprise objectives

(PBRM).

TRISACADEMY

of Management o
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ummary ...

COBIT 5 brings together the five principles that allow
the enterprise to build an effective governance and
management framework based on a holistic set of
seven enablers that optimises information and
technology investment and use for the benefit of
stakeholders.
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BUSINESSOBJECTIVES

OVERNANCEOBJECTIVES

ME1 Monitor and evaluate IT performance.
ME2 Monitor and evaluate internal control,
ME3 Ensure compliance with external requirements.
ME4 Provide IT governance.

MONITOR AND
EVALUATE

DELIVER AND

SUPPORT

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity
DS4 Ensure continuous Service.

0S5 Ensure systems security

0S6 Identify and allocate costs.

DS7 Educate and train users

DS8 Manage service desk and incidents.
DS9 Manage the configuration.

DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.
D513 Manage operations.

INFORMATION
CRITERIA

* Availability

PO1 Define a strategic IT plan.

P02 Define the information architecture.

P03 Determine technological direction

PO4 Define the ITp . organisation and r

POS Manage the IT investment.

P06 Communicate management aims and direction.
PO7 Manage IT human resources.

P08 Manage quality

P09 Assess and manage IT risks.

PO10 Manage projects.

» Compliance

« Refiability

IT RESQURCES

PLAN AND
ORGANISE

ACQUIRE AND
IMPLEMENT

Al Identily automated solutions,

Al2 Acquire and maintain application software.

AI3 Acquire and maintain technology infrastructure.
Al4 Enable operation and use.

Al5 Procure IT resources.

Al6 Manage changes

AI7 Install and accredit solutions and changes

Plan and Organise

Define a Strategic IT Plan

PROCESS DESCRIPTION
PO1 Define a Strategic IT Plan

IT strategic planning is required to manage and direct all IT resources in line with the business strategy and priorities. The IT
function and business stakeholders are responsible for ensuring that optimal value is realised from project and service portfolios

I'he strategic plan improves key stakeholders’ understanding of I'T opportunities and limitations, assesses current performance,

ident capacity and human resource requirements, and clarifies the level of investment required. The business strategy and
priorities are to be reflected in portfolios and executed by the 1T tactical plan(s), which specifies concise objectives, action plans and
tasks that are understood and accepted by both business and IT.

| Plan and
Organise

Acquire and
| Implement

| Deliver and
| Support

Monitor and
Control over the IT process of Evaluate

Define a strategic IT plan
that satisfies the business requirement for IT of

sustaining or extending the business strategy and governance requirements whilst being transparent
about benefits, costs and risks

by focusing on

incorporating IT and business management in the translation of business requirements into
service offerings, and the development of strategies to deliver these services in a transparent
and effective manner

is achieved by

« Engaging with business and senior management in aligning IT strategic planning
with current and future business needs

* Understanding current IT capabilities

* Providing for a prioritisation scheme for the business objectives that quantifies
the business requirements

and is measured by

« Percent of IT objectives in the IT strategic plan that support the
strategic business plan

* Percent of IT projects in the IT project portfolio that can be directly
traced back to the IT tactical plans

* Delay between updates of IT strategic plan and updates of 1T
tactical plans

W primary Secondary
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Plan and Organise Plan and Organise

Define a Strategic IT Plan

Define a Strategic IT Plan

CONTROL OBJECTIVES MANAGEMENT GUIDELINES

PO1 Define a Strategic IT Plan

POL1 IT Value Management

PO1 Define a Strategic IT Plan

Dutp 0
Work with the business to ensure that the enterprise portfolio of I'T-enabled investments contains programmes that have solid
business cases. Recognise that there are m‘dnd.‘:}nr\‘. .\l'usl;nninu and discretionary investments th.ll}diﬁcr in complexity and degree of GQQ-aneﬁls PO M P02..P0G POB | P09 | N1 | DS1
freedom in :llluculmp. funds. IT processes should ];rn\ ide effective and efficient delivery of the IT components of pn;i:rummun and el tiadonrl S . e Ban PO RU0} 600 LN 1 D3
early warning of any deviations from plan, including cost, schedule or functionality, that might impact the expected outcomes of the FO10 UMMP_"“" T project pofolio POS} POGIPOLO) NG
il i cmetli g T g z 2 Sy DS1 | New/updated service requirements; IT service portfolio PO5| PO6| P09 | DS1
programmes, IT services should be executed against equitable and enforceable service level agreements (SLAs). Accountability for updated IT service portfolio IT sourcing stateg DS2
achieving the benefits and controlling the costs should be clearly assigned and monitored. Establish fair, transparent, repeatable and . Business strategy and priorities T acquisition strategy A5
comparable evaluation of business ¢ including financial worth, the risk of not delivering a capability and the risk of not . Programme portfolio
realising the expected benefits ME1 | Performance input to [T p! 4
ME4 | Report on IT governance status;

PO1.2 Business-1T Alignment enterprise strategic direction for IT
Establish processes of bi-directional education and reciprocal involvement in strategic planning to achieve business and 1T . E;pu{s from outside CoaiT
alignment and integration, Mediate between business and IT imperatives so priorities can be mutually agreed.
POL3 Assessment of Current Capability and Performance
Assess the current capability and performance of solution and service delivery to establish a baseline against which future RACI Chart Functions
requirements can be compared. Define performance in terms of I'T's contribution to business objectives, functionality, stability,
complexity, costs, strengths and weaknesses. f
PO1.4 IT Strategic Plan j f
Create a strategic plan that defines, in co-operation with relevant stakeholders, how IT goals will contribute to the enterprise’s & !
strategic objectives and related costs and risks. It should include how IT will support IT-enabled investment programmes, IT services § é? ‘? j ; j J ! ?
and IT assets. IT should define how the objectives will be met, the measurements to be used and the procedures to obtain formal Activities
sign-off from the stakeholders. The IT strategic plan should cover investmentoperational budget, funding sources, sourcing strategy, Link business goals to [T goals. ClI| |MRIR | C
acquisition strategy, and legal and regulatory requirements. The strategic plan should be sufficiently detailed to allow for the Identify critical dependencies and current perlormance ClC|R|mRjCclc]c|c]c [
definition of tactical 1T plans | Build an IT strategic plan s lelele i elicle el e

Build I tactical plans. c|! EEREI s WC |
POLS IT Tactical Plans Analyse programme portfolios and manage project and service portfolios. 0 | AR R eSS I

Create a portfolio of tactical IT plans that are derived from the IT strategic plan. The tactical plans should address 1T-enabled
programme investments, IT services and IT assets. The tactical plans should describe required 1T initiatives, resource requirements,
and how the use of resources and achievement of benefits will be monitored and managed. The tactical plans should be sufficiently
detailed to allow the definition of project plans. Actively manage the set of tactical IT plans and initiatives through analysis of
project and service portfolios.

POL6 IT Portfolio Management

Actively manage with the business the portfolio of IT-enabled investment programmes required to achieve specific strategic business
objectives by identifying, defining, evaluating, prioritising, selecting, initiating, managing and controlling programmes. This should
include clarifying desired business outcomes, ensuring that programme objectives support achievement of the outcomes,

A RACI chan identifies who is Responsible, Accountable, Consultea and,/ or Informed

Goals and Metrics

* Respond to business requirements in
alignment with the business strategy.

* Respond to governance requirements in
line with board direction,

Process

* Define how business requirements are
translated in service offerings.

* Define the strutegy to deliver service
offerings. :

+ Contribute to the management of the

« Engaging with business and senior
management in aligning [T strategic
planming with current and future business
needs

+ Understanding current IT capabilities

understanding the full scope of effort required to achieve the outcomes, assigning clear accountability with supporting measures, 1 portlolis ol ERatiabivl business =~ * Praviging for ¥ priotitsstion schems for

def r projects within the progr 2 allocs v resources and funding. deleg authority, 2 i-' squired sel | imvestments. set | the buginess objectives that quantifies the
efining projects within the programme, allocating resources and funding, delegating authority, and commissioning require » Establish clarity regganding the business impact business requirements

projects at programme launch ofnisks on [T objectives and resources. + Translanng IT strategic planning into

30 © 2007 IT Governance Institute. All rights reserved. wiww ifgi. org
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measure

* Degree of approval of business owners of
the IT strategic/tactical plans

* Degree of compliance with business and
governance requirements

* Level of business satisfaction with the
current state (number, scope, ete.) of the
project and applications portfolio

IT Governance Institute

i

2

* Provide transparency and understanding
of IT costs, benefits, strategy, policies
1

measure

* Percent of IT objectives in the [T
strategic plan that support the strategic
business plan

* Percent of IT initiatives m the IT tactical
plan that support the tactical business
plans

« Percent of IT projects in the IT project
portfolio that cun be directly traced back
to the IT tactical plans

All rights reserved. wiww.irgi.orng

5
9

ah

tactical plans

measure

= Delay between updates of business
strategic/tactical plans and updates of IT
strategic/tactical plans

* Percent of strategic/tactical IT plans
meetings where business representatives
have actively participated

= Delay between updates of IT strategic
plan and updates of IT tactical plans

= Percent of tactical IT plans complying with
the predefined structure/contents of those
plans

* Percent of IT initiatives/projects

championed by bosiness owners

31




Plan and Organise

Define a Strategic IT Plan

MATURITY MODEL
P01 Define a Strategic IT Plan

Management of the process of Define a strategic IT plan that satisfies the business requirement for I'T of sustaining or
extending the business strategy and governance requirements whilst being transparent about benefits, costs and risks is:

0 Non-existent when
IT strategic planning is not performed. There is no manggement awareness that IT strategic planning is needed to support
business goals

1 Initial/Ad Hoe when

The need for IT strategic planning is known by I'T management. I'T planning is performed on an as-needed basis in response to a
specific business requirement. I'T strategic planning is ocecasionally discussed at IT management meetings. The alignment of
business requirements, applications and technology takes place reactively rather than by an organisationwide strategy. The strategic
risk position 1s identified informally on a project-by-project basis.

2 Repeatable but Intuitive when

IT strategic planning is shared with business management on an as-needed basis. Updating of the IT plans occurs in response to
requests by management. Strategic decisions are driven on a project-by-project basis without consistency with an overall
organisation strategy. The risks and user benefits of major strategic decisions are recognised in an intuitive way.

3 Defined when

A policy defines when and how to perform IT strategic planning. IT strategic planning follows a structured approach that is
documented and known to all staff. The I'T planning process is reasongbly sound and ensures that appropriate planning is likely to be
performed. However. discretion is given to individual managers with respect to implementation of the process, and there are no
procedures to examine the process. The overall IT strategy includes a consistent definition of risks that the organisation s willing to
take as an innovator or follower. The IT financial, technical and human resources strategies increasingly influence the acquisition of
new products and technologies. IT strategic planning is discussed at business management meetings.

4 Managed and Measurable when

IT strategic planning is standard practice and exceptions would be noticed by management. IT strategic planning is a defined
management function with senior-level responsibilities. Management 1s able to monitor the IT strategic planning process, make
informed decisions based on it and measure its effectiveness. Both short-range and long-range IT planning occurs and is cascaded
down into the organisation, with updates done as needed. The IT strategy and organisationwide strategy are increasingly becoming
more co-ordinated by addressing business processes and value-added capabilities and leveraging the use of applications and
technologies through business process re-engineering. There 1s a well-defined process for determining the usage of internal and
external resources required in system development and operations.

5 Optimised when

IT strategic planning is a documented. living process: is continuously considered in business goal setting: and results in discernible
business value through investments in IT. Risk and value-added considerations are continuously updated in the IT strategic planning
process. Realistic long-range IT plans are developed and constantly updated to reflect changing technology and business-related
developments. Benchmarking against well-understood and reliable industry norms takes place and is integrated with the strategy
formulation process. The strategic plan includes how new technology developments can drive the creation of new business
capabilities and improve the competitive advantage of the organisation.

32 € 2007 IT Governance Institute. All rights reserved. www.ilgi. g

Plan and Organise

Assess and Manage IT Risks

PROCESS DESCRIPTION
P09 Assess and Manage IT Risks

A risk management framework is created and maintained. The framework documents a common and agreed-upon level of IT risks,
mitigation strategies and residual risks. Any potential impact on the goals of the organisation caused by an unplanned event is
identified, analysed and ion strategies are adopted to minimise residual risk to an accepted level. The result of
the assessment is understandable to the stakeholders and expressed in financial terms, to enable stakeholders to align risk to an
acceptable level of tolerance.

{ Plan and
Organise

Acquire and
Implement

Deliver and
Support

| Monitor and
Control over the IT process of ! Evaluote

Assess and manage IT risks
that satisfies the business requirement for IT of
analysing and communicating IT risks and their potential impact on business processes and goals
by focusing on
development of a risk management framework that is integrated in business and operational
risk management frameworks, risk assessment, risk mitigation and communication of
residual risk
is achieved by
* Ensuring that risk management is fully embedded in management processes,
internally and externally, and consistently applied
* Performing risk assessments
« Recommending and communicating risk remediation action plans
and is measured by
* Percent of critical IT objectives covered by risk assessment

* Percent of identified critical IT risks with action plans developed
* Percent of risk management action plans approved for implementation

W Primary Secondary
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Plan and Organise Plan and Organise

Assess and Manage IT Risks

Assess and Manage IT Risks

CONTROL OBJECTIVES MANAGEMENT GUIDELINES

P09 Assess and Manage IT Risks P09 Assess and Manage IT Risks
PO9.1 IT Risk Management Framework
Establish an IT risk management framework that is aligned to the organisation’s (enterprise’s) risk management framework. PO1 | Strategic and tactical T plans, IT

service portfolio

P09.2 Establishment of Risk Context PO10 | Project risk management plan
Establish the context in which the risk assessment framework is applied to ensure appropriate outcomes. This should include DS2__| Supplier risks
determining the internal and external context of each nsk assessment, the goal of the assessment, and the criteria against which risks DS4 | Contingt test results
are evaluated. DS5 | Security threats and vulnerabilities
ME1 istorical and events
PO9.3 Event ldentification ME4 |E appetite for IT risks
Identify events (an important realistic threat that exploits a significant applicable vulnerability) with a potential negative impact on
the goals or operations of the enterprise, including business, regulatory, legal, technology. trading partner, human resources and RACI Chart Functions
operational aspects. Determine the nature of the impact and maintain this information, Record and maintain relevant risks in a risk /
registry.

P0Y.4 Risk Assessment j f if
Assess on a recurrent basis the likelihood and impact of all identified risks, using qualitative and quantitative methods. The o !

likelihood and impact associated with inherent and residual risk should be determined idividually, by category and on a portfolio ! j
basis. Activities 8/&/é/s/d/E/&/E/E/&

Determine sk management alignment (e.g.. assess nsk) A |R/A]C C |RA] I I
POY.5 Risk Response V\Jfld-ersland relevant strategic business objectives g B C C |RAjC | C
Develop and maintain a risk response process designed lu.cn.sun: that cost-effective controls mitigate exposure o risks on a Uicrstari] iSknaik DTS rocess DbieGINes T ¢ ¢ [ra
continuing basis. The risk response process should identify risk strategies such as avoidance, reduction, sharing or acceptance; ety ool IT hicives, snd ssiabish Bk oo = [ s e |

determine associated responsibilities; and consider risk tolerance levels.
; Identify events associated with objectives (some events are business-oriented

v 3 [business s A, some are T-oriented [IT i A, business is C]). wela [rRIR R [R c
POY.6 Maintenance and .\-Iomlu_rmg of a Risk Action Plan : 3 RS Bk s Wil St Il A TR TR IR 7 C
Prioritise and plan the control activities at all levels to implement the risk responses identified as necessary, including identification - - ~ S S i
. . . 5 . 2 Evaluate and select risk responses | | A JNC| A R R R R G
of costs, benefits and responsibility for execution. Obtain approval for recommended actions and acceptance of any residual risks,
S . . < Prioritise and plan control activities. C 1L 1A A R R |'C [ C C
and ensure that committed actions are owned by the affected process owner(s). Monitor execution of the plans, and report on any = SR A Ve VI
s & e Approve and ensure funding for risk action plans. A A R | | | | |
deviations to senior management ekttt IR i
Maintain and monitor a risk action plan A € | R R c C M c C|R

A RACI chart identifies who is Responsible, Accountable, Consulted Zanﬂ/ulilinﬂnnen‘ .

Goals and Metrics

Process
* Protect the achievement of IT objectives, » Estublish and reduce the likelihood and

Activities

*+ Ensuring that nsk management is fully
g deat

* Establish clarity on the business impact impact of IT risks. in
of nisks to IT objectives and resources. + Establish cost-effective action plans for *» Performing regular nisk assessments with
= Account for and protect all IT assets. critical IT risks” senior mansgers and key staff members
*R ling snd i risk
e remediation action plans
sel

measure measure measure
= Percent of critical [T objectives covered * Percent of identified critical IT events * Percent of IT budget spent on risk
by risk assessment that have been assessed ( and miti
* Percent of [T risk assessments integrated * Number of newly identified IT risks activites
in the IT risk assessment approach (compared to previous exercise) * Frequency of review of the IT risk
« Number of significant incidents caused management process
by risks that were not identified by the * Percent of approved risk assessments
risk assessment process * Number of actioned risk monitoring
* Percent of identified critical IT risks with reparts within the agreed-upon frequency
an action plan developed * Percent of identified IT events used in
risk assessments
. * Percent of risk management action plans
approved for implementation
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Plan and Organise

Assess and Manage IT Risks

MATURITY MODEL
P09 Assess and Manage IT Risks

Management of the process of Assess and manage IT risks that satisfies the business requirement for IT of analysing and
communicating I'T risks and their potential impact on business processes and goals is:

0 Non-existent when

Risk assessment for processes and business decisions dges not occur. The organisation does not consider the business impacts
associated with security vulnerabilities and development project uncertainties. Risk management is not identified as relevant to
acquiring 1T solutions and delivering IT services.

1 Initial/Ad Hoc when

IT risks are considered in an ad hoe manner. Informal assessments of project risk take place as determined by each project. Risk
assessments are sometimes identified in a project plan but are rarely assigned to specific managers. Specific I
security, availability and integrity. are occasionally considered on a project-by-project basis. IT-related risks affecting day-to-day
operations are seldom discussed at management meetings. Where risks have been considered, mitigation 1s inconsistent. There 1s an
emerging understanding that IT risks are important and need to be considered.

-related risks, such as

'

2 Repeatable but Intuitive when
A developing risk assessment approach exists and is implemented at the discretion of the project managers, The risk management is
usually at a high level and is typically applied only to major projects or in response to problems. Risk mitigation processes are
starting to be implemented where nisks are identified.

3 Defined when :

An organisationwide risk management policy defines when and how to conduct risk assessments. Risk management follows a
defined process that is documented. Risk management training is available to all staff members. Decisions to follow the risk
management process and receive training are left to the individual’s discretion. The methodology for the assessment of risk is
convincing and sound and ensures that key risks to the business are identified. A process to mitigate key risks is usually instituted
once the risks are identified. Job descriptions consider risk management responsibilities.

4 Managed and Measurable when
I'he assessment and management of risk are standard procedures. Exceptions to the risk management process are reported to 1T
management. 1T risk management is a senior management-level responsibility. Risk is assessed and mitigated at the individual
project level and also regularly with regard to the overall IT operation. Management is advised on changes in the business and 1T
environment that could significantly affect the IT-related risk scenarios. Management is able to monitor the nisk position and make
informed decisions regarding the exposure it is willing to accept. All identified risks have a nominated owner. and senior
management and IT management determine the levels of risk that the organisation will tolerate. IT management develops standard
ures for assessing risk and defining risk/return ratios. Management budgets for an operational risk mang
reassess risks on a regular basis. A risk management database is est
to be automated. IT management considers risk mitigation s

zement project to
ablished, and part of the risk management processes is beginning
rategies.

5 Optimised when

Risk management develops to the stage where a structured, organisationwide process is enforced and well managed. Good practices
are applied across the entire organisation, The capture, analysis and reporting of risk management data are highly automated.
Guidance is drawn from leaders in the field, and the I'T organisation takes part in peer groups to exchange experiences. Risk
management is truly integrated into all business and 1T operations, is well accepted and extensively involves the users of IT
services. Management detects and acts when major I'T operational and investment decisions are made without consideration of the
risk management plan. Management continually assesses risk mitigation strategies.
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Acquire and Implement

Procure IT Resources

PROCESS DESCRIPTION
Al5 Procure IT Resources
IT resources, including people. hardware, software and services, need to be procured. This requires the definition and enforcement

of procurement procedures, the selection of vendors, the setup of contractual arrangements, and the acquisition itself. Doing so
ensures that the organisation has all required IT resources in a timely and cost-effective manner.

! Planand
! Organise

| Acquire and
Implement

Deliver ond
Support

Monitor and
Control over the IT process of | Evoluate

Procure IT resources
that satisfies the business requirement for IT of
improving IT’s cost-efficiency and its contribution to business profitability
by focusing on

acquiring and maintaining IT skills that respond to the delivery strategy, an integrated and
standardised 1T infrastructure, and reducing IT procurement risk

is achieved by

+ Obtaining professional legal and contractual advice

» Defining procurement procedures and standards

* Procuring requested hardware, software and services in line with
defined procedures

and is measured by
* Number of disputes related to procurement contracts

» Amount of reduction of the purchasing cost
* Percent of key stakeholders satisfied with suppliers

MW Primary Secondary
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Acquire and Implement

Procure IT Resources

CONTROL OBIJECTIVES ;i
AI5 Procure IT Resources

AlS.1 Procurement Control
Develop and follow a set of procedures and standards that is consistent with the business organisation’s overall procurement process
and acquisition strategy to acquire IT-related infrastructure, facilities, hardware, software and services needed by the business.

AlS.2 Supplier Contract Management

Set up a procedure for establishing, modifying and ferminating contracts for all suppliers. The procedure should cover, at a
minimum, legal, financial, organisational, documentary, performance, security, intellectual property, and termination responsibilities
and liabilities (including penalty clauses). All contracts and contract changes should be reviewed by legal advisors

Al5.3 Supplier Selection
Select suppliers according to a fair and formal practice to ensure a viable best fit based on specified requirements. Requirements
should be optimised with input from potential suppliers

Al5.4 IT Resources Acquisition
Protect and enforce the organisation’s interests in all acquisition contractual agreements, including the rights and obligations of all
parties in the contractual terms for the acquisition of software, development resources, infrastructure and services.

90 © 2007 IT Governance Institute. All rights reserved. www itgl org

AI5 Procure IT Resources

Acquire and Implement

Procure IT Resources

MANAGEMENT GUIDELINES

PO1__|IT acquisition strategy Third-party refationship management
PO8 | Acquisition standards requirements Ds2
PO10 |Project management guidelines and Procured items AI7
detailed project plans Contractual D52
All B i t feasibility study |
Al2-3 | Procurement decisions
D52 | Supplier catalogue
RACI Chart Functions
T
Activitles - - /8/8/é/8/d/E/E/E/E/&
Develop [T procurement poficies and p ures aligned with
procurement policies at the corporate level i (5 A | | I R C
Establish/maintain a list (id(:cremleﬂ suppliers. 7,77 7 AR
Evaluate and select suppliers through a request for proposal e ica il
(RFP) process. c ¢ A R R R R|C
T-lup contracts that protect the mf;mni;n[mn‘s mtrr-:; R ] C A R7 R c
Procure in compliance with esmahsnﬂi procedures. ; ¥ A 7 R R R A C

A RACH chart identifies who is Respan

sible, Accountable, Consulted and/ of Informed

Goals and Metrics

* Acquire and maintain integrated and
standardised applications systems.

* Acquire and maintain integrated and
standardised T infrastructure.

* Acquire and maintain IT skills that
respond to the IT strategy.

measure

* Number of disputes related w
procurement contracts

+ Amount of reduction of the
purchasing cost

suppliers

= Percent of key stakeholders satisfied with

* Reduce [T procurement risk.

set

measure

* Percent of intial requirements addressed
by the selected solution

« Percent of procurements in compliance
with standing procurement policies and
procedures

* Reduced unit costs of procured goods or
services

Activities

* Obtaining professional legal and

* Giet value for money from IT contractual advice
procurements, * Defining procurement procedures and
standards
+ Procuring requested hardware, software
- —=  and services in line with defined

set | procedures

et

measture

* Time lag between request for procurement
and signing of contract or purchase

* Number of procurement requests satisfied
by the preferred supplier list

= Number of RFPs that needed to be
improved based on supplier responses

* Number of requests for procurement
closed on time

« Number of supplier changes for same
type of procured goods or services

« Number of responses received to an RFP

£ 2007 IT Governance Institute. All rights reserved. www.irgi.org
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Acquire and Implement

Procure IT Resources

Deliver and Support

MATURITY MODEL :
Al5 Procure IT Resources

Management of the process of Procure IT resources that satisfies the business requirement for I'T of improving IT’s
cost-efficiency and its contribution to business profitability is:

0 Non-existent when
T'here is no defined IT resource procurement process in_place. The organisation does not recognise the need for clear procurement
polices and procedures to ensure that all IT resources are available in a timely and cost-efficient manner.

1 Initial /Ad Hoc when

The organisation recognises the need to have documented policies and procedures that link IT acquisition to the business
organisation’s overall procurement process. Contracts for the acquisition of I'T resources are developed and managed by project
managers and other individuals exercising their professional judgement rather than as a result of formal procedures and policies.
There is only an ad hoc relationship between corporate acquisition and contract management processes and I'T. Contracts for
acquisition are managed at the conclusion of projects rather than on a continuous basis.

2 Repeatable but Intuitive when

There is organisational awareness of the need to have basic policies antl procedures for IT acquisition. Policies and procedures are
partially integrated with the business organisation’s overall procurement process. Procurement processes are mostly utilised for large
and highly visible projects. Responsibilities and accountabilities for IT procurement and contract management are determined by the
individual contract manager’s experience. The importance of supplier management and relationship management is recognised;
however, it is addressed based on individual initiative. Contract processes are mostly utilised by large or highly visible projects.

3 Defined when

Management institutes policies and procedures for IT acquisition. Policies and procedures are guided by the business organisation’s
overall procurement pros IT acquisition is largely integrated with overall business procurement systems. 1T standards for the
acquisition of IT resources exist. Suppliers of IT resources are integrated into the organisation’s project manag;
from a contract management perspective. 1T management communicates the need for appropriate acquisitions and contract
management throughout the IT function

went mechanisms

4 Managed and Measurable when

IT acquisition is fully integrated with overall business procurement systems. IT standards for the acquisition of I'T resources are
used for all procurements. Measurements on contract and procurement management are taken relevant to the business cases for IT
acquisition. Reporting on 1T acquisition activity that supports business objectives is available. Management 1s usually aware of
ceptions (o the policies and procedures for IT acquisition. Strategic management of relationships is developing. IT management
enforces the use of the acquisition and contract management process for all acquisitions by reviewing performance measurement

€

5 Optimised when

Management institutes resources’ procurement thorough processes for IT acquisition. Management enforces compliance with
policies and procedures for IT acquisition. Measurements on contract and procurement management are taken that are relevant to
the business cases for IT acquisitions. Good relationships are established over time with most suppliers and partners, and the quality
of relationships is measured and monitored. Relationships are managed strategically. IT standards, policies and procedures for the
acquisition of IT resources are managed strategically and respond to mi ment of the process. IT management communicates the
strategic importance of appropriate acquisition and contract management throughout the IT function
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Define and Manage Service Levels

PROCESS DESCRIPTION
DS1 Define and Manage Service Levels

Effective communication between IT management and business customers regarding services required is enabled by a documented
definition of and agreement on IT services and service levels. This process also includes monitoring and timely reporting to
stakeholders on the accomplishment of service levels. This process enables alignment between IT services and the related business
requirements.

| Plon and
QOrganise

Acquire and
LT

Deliver and
{Support

{ Monitor and
Control over the IT process of ! Evaluate

Define and manage service levels
that satisfies the business requirement for IT of
ensuring the alignment of key IT services with the business strategy

by focusing on

identifying service requirements, agreeing on service levels and monitoring the achievement
of service levels

is achieved by

» Formalising internal and external agreements in line with requirements and
delivery capabilities

* Reporting on service level achievements (reports and meetings)

= Identifying and communicating new and updated service requirements to
strategic planning

and is measured by

ent of business stakeholders satisfied that service delivery meets
agreed-upon levels

= Number of delivered services not in the catalogue

* Number of formal SLA review meetings with business customers
per year

RESOURCE
MANAGEMENT

W Primary Secondary
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Deliver and Support

Define and Manage Service Levels

CONTROL OBJECTIVES
DS1 Define and Manage Service Levels

DS1.1 Service Level Management Framework

Define a framework that provides a formalised service level management process between the customer and service provider. The
framework should maintain continuous alignment with business requirements and priorities and facilitate common understanding
between the customer and provider(s). The framework should include processes for creating service requirements, service
definitions, SLAs, OLAs and funding sources. These auributes should be organised in a service catalogue. The framework should
define the organisational structure for service level management, covering the roles, tasks and responsibilities of internal and
external service providers and customers.

DS1.2 Definition of Services
Base definitions of IT services on service characteristics and business requirements. Ensure that they are organised and stored
centrally via the implementation of a service catalogue portfolio approach

DS1.3 Service Level Agreements

Define and agree to SLAs for all critical IT services based on customer requirements and IT capabilities. This should cover
customer commitments; service support I'L‘I.lllil‘l.‘l“t‘lllhl quantitative and \|ll§l|l(il(‘t\l'.‘ metrics for measuring the service .\Iglllid off on
by the stakeholders; funding and commercial arrangements, if applicable: and roles and responsibilities, including oversight of the
SLA. Consider items such as availability, reliability, performance, cap:
security and demand constraints,

y for growth, levels of support, continuity planning,

DS 1.4 Operating Level Agreements
Define OLAs that explain how the services will be technically delivered to support the SLA(s) in an optimal manner. The OLAs
should specify the technical processes in terms meaningful to the provider and may support several SLAs

31.5 Monitoring and Reporting of Service Level Achievements
Continuously monitor specified service level performance criteria. Reports on achievement of service levels should be provided in a
format that is meaningful to the stakeholders. The monitoring statistics should be analysed and acted upon to identify negative and

positive trends for individual services as well as for services overall.

DS 1.6 Review of Service Level Agreements and Contracts
Regularly review SLAs and underpinning contracts (UCs) with internal and external service providers to ensure that they are
effective and up to date and that changes in requirements have been taken into account.

102 © 2007 IT Governance Institute. All rights reserved. www.izgi.ong

P01 | Strategic and tactical IT plans,
IT service portfolio

P02 | Assigned data classifications

PO5 | Updated IT service portfolio |

Al2 Initial planned SLAs

AI3 Initial planned OLAs

DS4 | Disaster service requirements,
including roles and responsibilities

Deliver and Support

Define and Manage Service Levels

MANAGEMENT GUIDELINES

DS1 Define and Manage Service Levels

Outp D

Contract review report Ds2
Process performance reports ME1
New/updated service requirements PO1

SLAs

All | DS2 | DS3| DS4| DS6 | DS8

OlAs

DS4 | DS5 | DS6 | DS7| DS8 | DS11|

DS 13|
DS13]

Updated IT service portfolio

ME1 | Perf input to IT g
RACI Chart Functions
j ! j! ! & & ‘;

Activities &/8 g g g &/E/& f
Create a framework for defining IT services. C c € |C | ] R
Build an IT service catalogue = iR C c|c I R
Define SLAs for critical IT services. | | R R R C | AR

" Dafine LA formeeting SLAs, CAERETE C | AR
Monitor and report end-to-end service level performance s LY i | | | | AR
Review SLAs and UCs. R R R C |A/R
Review and update IT service catalogue. g c I I R

[ Create service rmprm-enmrﬁ plan. | R Rile c | R

A RACI chart identifies who s Responsible, Accountable, Consulted andy or Informed,

Goals and Metrics

* Ensure satstuction of end users with
service offerings and service levels,

= Respond 1o business requirements in
alignment with the business strategy.

*» Ensure trunsparency and understanding
of IT cost, benefits, strategy, policies and
service levels.

measure

* Percent of business stakeholders satisfied
that service delivery meets agreed-upon
levels

* Percent of users satisfied that service
delivery meets agreed-upon levels

—

e

Process

* Establish @ common understanding of the
levels of service required.

* Formahse and monitor SLAs and
performance criteria.

* Align service delivered to agreed-upon

* Create an up-to-date service catalogue
aligned with business goals.

measure

* Number of delivered services not in the
catalogue

* Percent of services meeting service levels

* Percent of service levels that are
measured
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service levels. =i (reports and meetings)

e

o

Activities

* Defining services
+ Formalising internal and external
m line with i and
delivery capabilities
* Reporting on service level achievements

* Ensuring that reports are tatlored o
recipient audience

» Feeding back new and updated service
requirements to strategic planning

measure

« Number of formal SLA review meetings
with business per year

« Percent of service levels reported

* Percent of service levels reported in an
automated way

* Number of elapsed working days to adjust
a service level after agreement with
customer
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Deliver and Support

Define and Manage Service Levels

MATURITY MODEL .
DS1 Define and Manage Service Levels

Management of the process of Define and manage service levels that satisfies the business requirement for IT of ensuring
the alignment of key IT services with the business strategy

0 Non-existent when
Management has not recognised the need for a processfor defining service levels. Accountabilities and responsibilities for
monitoring them are not assigned.

1 Initial /Ad Hoc when

There is awareness of the need to manage service levels, but the process is informal and reactive. The responsibility and
accountability for defining and managing services are not defined. If performance measurements exist, they are qualitative only
with imprecisely defined goals. Reporting is informal, infrequent and inconsistent.

2 Repeatable but Intuitive when

There are agreed-upon service levels, but they are informal and not reviewed. Service level reporting is incomplete and may be
irrelevant or misleading for customers. Service level reporting is dependent on the skills and initiative of individual managers

A service level co-ordinator is appointed with defined responsibilities but limited authority. If a process for compliance to SLAs
exists, it 1s voluntary and not enforced.

3 Defined when

Responsibilities are well defined. but with discretionary authority. The SLA development process is in place with checkpoints for
reassessing service levels and custom, iction, Services and seryice levi e defined, documented and agreed-upon using a
standard process. Service level shortfalls are identified, but procedures on how to resolve shortfalls are informal. There is a clear
linkage between expected service level achievement and the funding provided. Service levels are agreed to, but they may not
address business needs

4 Managed and Measurable when

Service levels are increasingly defined in the system requirements definition phase and incorporated into the design of the
application and operational environments. Customer satisfaction is routinely measured and assessed. Performance measures reflect
customer needs, rather than IT goals. The measures for assessing service levels are becoming standardised and reflect industry
norms. The criteria for defining service levels are based on business criticality and include availability, reliability, performance,
growth capacity, user support, continuity planning and security considerations. Root cause analysis is routinely performed when
service levels are not met. The reporting process for monitoring service levels is becoming increasingly automated. Operational and
financial risks associated with not meeting agreed-upon service levels are defined and clearly understood. A formal system of
measurement is instituted and maintained.

5 Optimised when

Service levels are continuously re-evaluated to ensure alignment of IT and business objectives, whilst taking advantage of
technology, including the cost-benefit ratio. All service level management processes are subject to continuous improvement.
Customer satisfaction levels are continuously monitored and managed. Expected serv Is reflect strategic goals of business
units and are evaluated against industry norms. 1T management has the resources and accountability needed to meet service level
targets, and compensation is structured to provide incentives for meeting these targets. Senior management monitors performance
metrics as part of a continuous improvement process,
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Deliver and Support

Manage Third-party Services

PROCESS DESCRIPTION
DS2 Manage Third-party Services

The need to assure that services provided by third parties (suppliers. vendors and partners) meet business requirements requires an
effective third-party management process. This process is accomplished by clearly defining the roles, responsibilities and
expectations in third-party agreements as well as reviewing and monitoring such agreements for effectiveness and compliance.
Effective management of third-party services minimises the business risk associated with non-performing suppliers.

Plan and
| Organise

'Atqu ond
Implement

Deliver and
Support

Monitor and
Control over the IT process of Evaluate

Manage third-party services
that satisfies the business requirement for IT of
providing satisfactory third-party services whilst being transparent about benefits, costs and risks
by focusing on

establishing relationships and bilateral responsibilities with qualified third-party service
providers and monitoring the service delivery to verify and ensure adherence to agreements

is achieved by
« Identifying and categorising supplier services
« Identifying and mitigating supplier risk

» Monitoring and measuring supplier performance

and is measured by

* Number of user complaints due to contracted services

* Percent of major suppliers meeting clearly defined requirements and
service levels

* Percent of major suppliers subject to monitoring

M Primary Secondary
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Deliver and Support Deliver and Support

Manage Third-party Services hird-party Services

CoONTROL OBJECTIVES MANAGEMENT GUIDELINES

DS2 Manage Third-party Services DS2 Manage Third-party Services
DS2.1 Identification of All Supplier Relationships Outo "
entify all s er services, and categorise them according to supplier type, significance and criticality. Maintain form:
Iidnntlly all numl]!‘u \'cl\lulx :}lll categorise III'Lm: dt\.UI}dHli. to supy h;I tyy : NIgI](IlIL nee |1m‘l L!}IEL.IIII!_\ Main : L;rl al . : T Solreikis Srat PADCOSS DO IGNG0 SaOTS MEL
Lmun'n.nmlm‘n of technical an ‘nrg.lmx.mulm relationships covering the roles and responsibilities, goals, expected deliverables, anc ACSulEOn candars S ikl A5
credentials of representatives of these suppliers Al5 Contractual arrangements, third-party Supplier risks P09
relationship mal ent requirements
DS2.2 Supplier Relationship Management DS1 | SLAs, contract review report
Formalise the supplier relationship management process for each supplier. The relationship owners should liaise on customer and DS4 | Disaster service requirements,
supplier issues and ensure the quality of the relationship based on trust and transparency (e.g., through SLAs) including roles and responsibilities
DS2.3 Supplier Risk Management
Identify and mitigate risks relating to suppliers’ ability to continue effective service delivery in a secure and efficient manner on a
continual basis. Ensure that contracts conform to universal business standards in accordance with legal and regulatory requirements
Risk management should further consider non-disclosure agreements (NDAs), escrow contracts, continued supplier viability,
conformance with security requirements, alternative suppliers, penalties and rewards, etc RACI Chart Functions
DS2.4 Supplier Performance Monitoring j
Establish a process to monitor service delivery to ensure that the supplier is meeting current business requirements and continuing g’
to adhere to the contract agreements and SLAs, and that performance is competitive with alternative suppliers and market s
conditions ! j & !
Activities 8/&/d/s/&/E/8/3/8/& d‘g
Identify and categorise third-party service relationships, | ClR|]C R |AR] C | C
Define and document supplier management processes. C A I R | R R (5 c
Establish supplier evaluation and selection palicies and procedures il A {18 C R|]C|C
Identify, assess and mitigate supplier risks. | A R R R|C]C
Monitor supplier service delivery, R R R R c C
Evaluate long-term goals of the service relationship for all stakeholders. c L C |[AR| C c|C C R C C
A RACH chart identifies who 1s Responsible, Accountable, Consulted and/or Informed.
Goals and Metrics
* Ensure mutual satisfaction of third-party * Estublish relationships and bilateral * Identifying and categorising supplier
relationships. responsibilities with qualified third-party services
* Ensure satisfaction of end users with service providers. * Identifying and mitigating supplier risk
service offerings and service levels. * Monitor the serice delivery and verify * Monitoring and measuring supplier
* Ensure transparency and understanding of adherence to agreements. performance
IT costs, benefits, strategy, policies and ~ —pm{ * Ensure that the supplier conforms with -
service levels, ser | relevant internal and external standards. set
* Maintain suppliers’ desire to continue the
relationship
measure measure measure
« Number of user complaints due to « Percent of major suppliers meeting * Percent of major suppliers subject to
contracted services clearly defined requirements and service clearly defined requirements and service
* Percent of purchase spend subject to levels Tevels
competitive procurement * Number of formal disputes with suppliers * Percent of major suppliers subject to
+ Percent of supplier invoices disputed monitoring
* Level of business satisfaction with
effectivencss of communication from
the supplier
* Level of supplier satisfaction with
5 effectiveness of communication from
the business
+ Number of significant incidents of
supplier non-compliance per time penod

106 © 2007 IT Governance Institure. All rights reserved. www:itgi.org © 2007 IT Governance Institute. All rights reserved. wiw: idgr.org 107



Deliver and Support

Manage Third-party Services

MATURITY MODEL .
DS2 Manage Third-party Services

Management of the process of Manage third-party services that satisfies the business requirement for I'T of providing
satisfactory third-party services whilst being transparent about benefits, costs and risks is:

0 Non-existent when

Responsibilities and accountabilities are not defined. There are no formal policies and procedures regarding contracting with third
parties. Third-party services are neither approved nor reviewed by management, There are no measurement activities and no
reporting by third parties. In the absence of a contractual obligation for reporting, senior management is not aware of the quality of
the service delivered.

1 Initial/ Ad Hoc when

Management is aware of the need to have documented policies and procedures for third-party management, including signed
contracts. There are no standard terms of agreement with service providers. Measurement of the services provided is informal and
reactive. Practices are dependent on the experience (e.g.. on demand) of the individual and the supplier.

2 Repeatable but Intuitive when

The process for overseeing third-party service providers, associated risks and the delivery of services is informal. A
pro farma contract is used with standard vendor terms and conditions (e.g., the description of services to be provided). Reports on
the services provided are available, but do not support business objectives.

3 Defined when

Well-documented procedures are in place to govern third-party servicgs, with clear processes for vetting and negotiating with
vendors. When an agreement for the provision of services is made, the relationship with the third party is purely a contractual one.
The nature of the services to be provided is detailed in the contract and includes legal, operational and control requirements, The
responsibility for oversight of third-party services is assigned. Contractual terms are based on standardised templates. The business
risk associated with the third-party services is assessed and reported

4 Managed and Measurable when

Formal and standardised criteria are established for defining the terms of engagement, including scope of work,
services/deliverables to be provided, assumptions, schedule, costs, billing arrangements and responsibilities. Responsibilities for
contract and vendor management are assigned. Vendor qualifications, risks and capabilities are verified on a continual basis. Service
requirements are defined and linked to business objectives. A process exists (0 review service performance against contractual
terms, providing input to assess current and future third-party services. Transfer pricing models are used in the procurement process,
All parties involved are aware of service, cost and milestone expectations. Agreed-upon goals and metrics for the oversight of
service providers exist.

5 Optimised when

Contracts signed with third parties are reviewed periodically at predefined intervals. The responsibility for managing suppliers and
the quality of the services provided is assigned. Evidence of contract compliance to operational, legal and control provisions is
monitored, and corrective action is enforced. The third party is subject to independent periodic review, and feedback on performance
is provided and used to improve service delivery. Measurements vary in response to changing business conditions. Measures support
early detection of potential problems with third-party services. Comprehensive, defined reporting of service level achievement is
linked to the third-party compensation. Management adjusts the process of third-party service acquisition and monitoring based on
the measurers,
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