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GRC: Governance, Risk, and Compliance
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Why Public Entities need Governance, Risk, and Compliance

Governance

Governance + Risk Management + Compliance = Integrity
equates to

Structures + Threat Mitigation + Proofing = Public Trust
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Why Public Entities need Governance, Risk, and Compllance

Fraud Triangle
Reducing Fraudin Government

« As much as 7% of annual budget®
*Thatis $70m per billion of budget

+ Need to break one leg of the triangle

o

» Motivation and Opportunity easiestto address o
e
+ Rationalization may be >0 ) ’o,.«*““
impossible to manage Motivation  *
o *
oy FRAUD
¥ \\\_7 : If"
Rationalization Opportunity

Pednault, S. (2009). Fraud 101: Techniques and Strategies for Understanding Fraud, 3" ed. Hoboken, NJ: John Wiley & Sons, p. xi.
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What is GRC?

GRC: Governance, Risk (Management), Compliance

R: Risk
Management

TRIS Corporation, 2014
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sanusaravAlsznauuay GRC: Governance, Risk (Management), Compliance
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. Rights of Shareholders
Equitable Treatment of Shareholders
Role of Stakeholders in Corporate Governance

Disclosure and Transparency
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Board Responsibilities
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GRC: Governance, Risk (Management), Compliance

Risk Management

R: Risk
Mgt
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Risk Response.
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information & Communication

Monitoring
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GRC: Governance, Risk (Management), Compliance
uuudiaay COSO ERM uar AS/NZS 4360

The Risk Management Process
(AS/NZS 4360, Chapter 3) = L

' |
PR Establish the context s
L

- Identify risks
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Monitoring
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Compliance
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Regulations to be compliant with

Healthcare
Finance Government  Life Sciences Distribution Industrial

Patriot Act UK-Pro FDA 21 CFR 11 RFID Security

Anti-Money FDA Drug Bar-code Sta ards :

Launderi 7 Barcode mod tion Motor Vehich
e reguation ___Gei Giovar [ B0

Bliley Act Commerce Init) Exemption Act

SEC 17-a-4 Chip and Pin

Sarbanes-Oxley ' =

International Accounting standards

Data Protection Act
Freedom of Information Act

1ISO 17799 Information Security Standards

California State Bill — SB 1386 _

Several Privacy regulations

TRISACADENMY
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Financial Institutions Are the Heavily Regulated and Can Be a Role Model

» Anti-Money Laundering Laws and Regulations o~ A .
.« AntiTying PCAOB

» Community Reinvestment Act (CRA) Public Company Accounting Oversight Board
+ Federal Reserve Regulation
o Sections 23A and 23B of the US Federal Reserve Act FDle
FEDERAL DEPOSIT
o Covered Borrowers, Regulation U, T WSURANCE CORPORATION

« Federal Deposit Insurance Corporation Improvement Act (FDIC)
+ Gramm-Leach-Bliley Act (GLBA)
o Financial Holding Company (FHC)
» Banking activities plus expanded activities that include
« securities underwriting and dealing
* insurance agency and underwriting activities; and
« merchant banking activities
o Bank Holding Company Act
» Public Company Accounting Oversight Board (PCAOB)
» Department of Treasury
¢ Office ofthe Controller of the Currency (OCC)
« Securities and Exchange Commission
o Consolidated Supervised Entities
+ Sanctions
o Congressional or executive order
Sarbanes-Oxley Act (SOX)
US Anti-Boycott Regulations
US Export Controls
US Foreign Corrupt Practices Act ("FCPA")
USA Patriot Act {aka - Know Your Customer)
Confidentiality, Conflicts of Interest, Personal Investments, Chinese Walls
Customer Suitability / Appropriateness
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uurfa GRC: Governance, Risk (Management), Compliance u’r‘lm"fa“s.i;i-o“l-s?

Mandated Boundaries (laws, government regulations, ...)

Risk Management

+ proachvely entify and nigorousty assess and
address potential cbstaties to achieving objechves

« identify and address nsks that the organization will

step outside of mandated and voluntary boundaries

Compliance

* proactively encowrage
and require ways to fulfi Governance

established policies « 36t and evaluate periprmance
against objectives

+ power 10 suthorize 3 business
strategy and mode! to achieve
objectives

Voluntary Boundaries (organizational values, contractual obligations, )

- Governance (funsauluna Annmioouss uar tanu msiadal s

« adlsienu msqx‘?.m"mﬂo “Good Governance” @avfinisusuisaudey (Risk Management)
uazmsefiunmsiiulainladlfidaungsadouuasdangvunasiieg (Compliance Management)
AuAfull

«  giotiu auviudn “Governance”, “Risk” uay “Compliance” fimuduwus uarfiauiAetasiu
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GRC @Aaayls?

Manage

Open Compliance and Ethics Group (OCEG) lészuauvanauas GRC 3y
sruuiAedasfuau (people) nszununas (processes) uasinatulad
(technology) Viahetfiuindauasdns i
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se¥omundng (Risk Profile) uazdnilavaaudruavasrns (Value)
aflunismalduauiuauasnguune e sruunioluy foan uarasusss
WirayariAmdas ada'ld uaviunan dariidiulaids
dotdsunsianazassruunisentiiununarnsiidss@nna
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GRC Aaagls?
A Unified Framework for Governance, Risk and Compliance Must Support People,
Process, and Technology

Event Monitoring [External Events

| Events

TRISLCADENMY
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GRC Aaay'ls?
KPMG GRC Model
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+  Governance flunsaulvgj innwiioouss uar tanzu A5
fafial fUIGGRC (lun1s pnsyéiu wav Risk Management uay
Compliance iu

«  GRC iflu p1susannns dofu 2onauie 3 20 Fofiviod ud viuadau
fiu dunusiu wardud uanenedu udasydu mu‘né’nmsﬁ

1FuniInterdependent

« GRC Fv2haTuns Walunsssufiuia naaﬂ”:ﬁoaoﬂnsimums
ansydunsTLIUAsAViudaudu way psuiunisuolutans uay
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Governance , Interdependent
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« msidudheuins Wiussy Risk
@i‘mqﬂsmm’ Fduviend &
The Risk Manayg>ment Process

(AS/NZS 4360, Chapter .*

Identify Fisks
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* Preventive
» Corrective
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A1 : GRC 7/ Governance + Risk Management + Compliance ?

d1nu @ suvarvildanununaasls?
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3399 wad? GRC Aaay'ls?

f1nau : GRC = Governance + Risk Management + Compliance

ua'liled = Governance + Risk Management + Compliance
udnums 1+1+1 =3

ueitilu 1+1+1 = 1 -2 ysaunns

duifludieau : gudeateiiaruuuiuazls?
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R: Risk Mgt
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@1a1u : Risk Management (ERM) @uuwuivnie GRC wuflau wida @19 fiu Risk

Management (ERM) vir'lllating'ls?

s

AsUsMITANLEBIRINLUIVIY GRC

(1) nsimuailadodosiasudiunniusia ununagng Usuduiinannisiinnsianaaunay

suana1uann SWOT Analysis

(2) uwonuszlRdoarudsoiitiunaiioaniule (Aanudnii 4 uar 5) aananiladoay

WWoooauiu'ls (Aanudes 1-3)

. . » . = A
(3) ranRisAMudssdiAun awiioauiuls HvitueuunIsANE BoTEgSNTIN TIERUT

lhilasedheeu
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(5) FIBUFOTULAINALINAINITVITUNUAIELY LaTLEAINITIAdauTiuasndo uay

1l Tefifludayalunisdadula

(6) AmualvnamsUfidnusiurimsanudsolunislsudunasifiuvnunoyana
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A1nu : Compliance muuuIne GRC wiiau wia s1e Au Compliance vi7 'l

ati'ls?

Compliance W' lluiumisAtAunisfiidyedanudsssungving adau nissasdoudiialal
waa wiadaraiadundn Saflunisuswistudnsaruasuiunisunly wiudeilasfuaromin

AuLAg

Automated § Automated |
detective _ preventive
controls controls

Reliable

Economic value .

TRIS Corporation, 2014

'\.‘T‘:"‘

Compliance auuwuInig GRC
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#1371 Compliance Tu GRC Svar3avuunaéis Ensure
and Over-minimum Requirement of Compliance
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GRC Au IT

* GRC Fvrhelunis Wawnsssufina sasihvivasdnsiaanisansydiu '
AsTUMsSMIVLdaudu uay mstiundsutviiuaya uay as
Usgauousenineeea19q 2avasAnsivinmiiauwus (Atdasiu

. Tymuaralassauasnmistfidaundnnis Regulatory ffu dudunie
Aa Bavsuianans (Documentation) uarduduvi 2 A 8 duiAmas
Auidav IT Security vido'lilsil§iidiau Standard w3a Best Practice
tdu ISO/IEC 27001, ITIL w3a ISO/IEC 20000 aRamuuIns§Iu
CobiT 4.1 iusiu

GRC FaiithtasAunisianisarsaumd (MIS) wnnnidmaTulad (IT) !
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What Does A Document Management Tool Provide?
A Complete Document Life Cycle

( Document Creation and Approval )

Use Tutor
Authoring

Apply
Standardized
Templates

Use Electronic
Workflow

TRISACADENMY
ag

of Management
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GRC fiu IT

What is Automated Compliance?

Replace manual audit operations
with tools that automate the process
with workflows, dashboards, ad hoc
reporting, and reusable templates

Automate segregation of duties {SOD) providing mitigating
controls for special and temporary viciations

Automate the entire audit process

for business owners and intemal
auditors

Convert after-the-fact detective
controls that require extensive

monitoring to true preventative

controls with alerts

Create robust and highly
configurable dashboards with
compliance alerts that support

CFO to business owners

F

Automated
Compliance

Improve and standardize identify
Management and Access Controls
across databases. applications. and
regions

Provide database controls and
auditing for all compliance-cntical
processes and metadata — using
realms and factors to fimit system
administration and DBA access

Cantrol all documents impacting
compliance with an enterpnse-wide
information management system —
authoring, publishing, check-
infcheck-out, and versioning

every level of management fromthe

TRIS Corporation, 2014

GRC fiu IT

A ow kay MSESLIRS CaN NP 60w the

aftectivetiass of epomingitathbordng

From the Degning Of & CONtrols mandor-

g #ton, ceganaations shoud

® idorntty rocipionts of 1hase repons &
wall g5 thalr Iormgtion IRQUIRSIMants,
and WEor reportmgitashboanding views
based on Dusiness ooy

= [iscuns the content and e fraquercy
of ths taponts

» ety The SePATSle VIpWpOis of oif-
orae1 COMpRINCH DIORraTS 50 1POrS
oat be Bsued 35 needed

¢ thie requremonts of vanous
ntanal and axteemal roviewers, who e
Scaly o Tt look imo the results snd
hen TRaUTe MOre Sataded explanations

* ingrove scostance of reporting/dash-
Lowdng by wtegratng I witin exstng
tusness inteligante reponting tocls
fsch 35 Hypetion, Business Objects, o

Cognosl

Create user-friendly ad hoc reporting that satisfies even the most
demanding auditors

Control records access and
updates, enforce retention and
storage policies , and prevent
unauthonzed destruction
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Performance

Dashboard/Cockpit
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GRC fiaudv 3aeu avls?

- Ris
Manage
ment

»
o

“3aude” wia “3auna” 2av GRC Aa "GRC" 1y uanannavvinlvavaAnsuanafy
anuiilu "Good Governance" villunsauluej udd devinlviasdnsifia
anuasalunsusvdu (Competitive Advantage) vitlusdsssudneag
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Good Governance s35:fua/mMsAAuQuUand = tfu au “nv” uay au “@”

wsitainlaenn warvaledavedy “uusssu”

ane? “Risk Management” uay “Compliance” ataunia 1ilu “silsssu” unnia
Lardonasa maniseitiiueiy “Performance” ladaiaunin waysIatsInin
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GRC fiqaudy 3atau az'ls?

OCEG

)

' Complianc
e

Principled
Performance

The rigorous governance, assurance and management of performance, risk and
compliance helps an organization reliably achieve objectives while addressing

uncertainty and acting with integrity.

TRIS Corporation, 2014
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GRC fiaaudy antau av'ls?

NACD, OECD, King 3
Domain-Specific Governance (IT, Project, etc.)

/

= Performance
/ Balanced Scorecard \
e Strategic Planning US FSG
CoCo Business Intelligence AS 3806
Turabub Decision Science Quality Management
PCAOB Quality Management COSO ERM Domain-Specific

ISO 31000 / BSI 31100
UK Orange Book
IRM / ALARM / Airmic
Domain-Specific (BASEL) TRISACAIDENMY

: of Management
TRIS Corporation, 2014 <
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n1511 GRC 1 T2 Tun vl Huié

fratinend 1 : ACIS’ 4 fumaundn Tun15uGRC w1l

4 Critical Process Cycle for successful GRC Implementation

Get Top Management buy-in
Educate, Understand and Raise

Awareness

Checking and Evaluate Wt
Monitor and Review 4 $t£‘p$ to

Continual improve implement
Keep Momentum Going ; GRC

implement

Implement control
Improve and Operate procedures

TRIS Corporafion, 2014

n1511 GRC 1T TunelHuié
datinovi 2: OCEG 8 fumaundn un15uiGRC ity

Improve Soft Skills

Adapt Practices
Manage Change

TRISACADEMY
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8 INTEGRATED COMPONENTS

MEASURE

RESPOND

DETEC

TRIS Corporation, 2014

PROACT
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1. n1ssruilawasia GRC anvg
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: e
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5. undroutauasiuainndos ,
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e warigniseifiun1seu GRC nasy Tauandoysyaunisaldruun

8. aﬁuuiumumumwus‘luwaanmmssun‘nsu%ms
splaavheulounaduaudnuasnarnssunsu3nis uEe Sdaviemisu GRC uay
e Tesardenaandannnsdsuifiuxasaulvizavsaaevinou

9. WiurdauuTauraeuaIdusuarinseds1y GRC
ASANADLINNAULASTUNTUTMISUARYAMENTTUNITATIARauatiatEun9nns
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